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Information and Background on ITRC 

Information management is critically important to all of us - as employees and consumers. 
For that reason, the Identity Theft Resource Center has been tracking security breaches 
since 2005, looking for patterns, new trends and any information that may better help us to 
educate consumers and businesses on the need for understanding the value of protecting 
personal identifying information. 
 
What is a breach?  The ITRC defines a data breach as an incident in which an individual 
name plus a Social Security number, driver’s license number, medical record or financial 
record (credit/debit cards included) is potentially put at risk because of exposure. This 
exposure can occur either electronically or in paper format. The ITRC will capture breaches 
that do not, by the nature of the incident, trigger data breach notification laws. Generally, 
these breaches consist of the exposure of user names, emails and passwords without 
involving sensitive personal identifying information. These breach incidents will be included 
by name but without the total number of records exposed. 
 
There are currently two ITRC breach reports which are updated and posted on-line on a 
weekly basis. The ITRC Breach Report presents detailed information about data exposure 
events along with running totals for a specific year.  Breaches are broken down into five 
categories, as follows: business, financial/credit/financial, educational, governmental/
military and medical/healthcare. The ITRC Breach Stats Report provides a summary of this 
information by category.  Other more detailed reports may be generated on a quarterly 
basis or as dictated by trends. 
 
It should be noted that data breaches are not all alike. Security breaches can be broken 
down into a number of additional sub-categories by what happened and what information 
(data) was exposed.  What they all have in common is they usually contain personal 
identifying information (PII) in a format easily read by thieves, in other words, not 
encrypted. 
 
The ITRC currently tracks seven categories of data loss methods:  Insider Theft, Hacking, 
Data on the Move, Subcontractor/Third Party, Employee error/negligence, Accidental web/
Internet Exposure and Physical Theft. 
 
The ITRC breach list also tracks four types of information compromised: 

 Social Security number 
 Credit/Debit Card number  
 Email/Password/User Name 
 Protected Health Information (PHI) 
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The ITRC breach list is a compilation of data breaches confirmed by various media sources 
and/or notification lists from state governmental agencies.  This list is updated daily, and 
published each Tuesday. 

Breaches on this list typically have exposed information which could potentially lead to 
identity theft, including Social Security numbers, financial account information, medical 
information, and even email addresses and passwords.  ITRC follows U.S. Federal 
guidelines about what combination of personal information comprise a unique individual, 
and the exposure of which will constitute a data breach.  

Records Reported: 

This field has been changed to more accurately reflect the circumstances surrounding the 
number of records exposed.  The numeral “0” has been replaced with “Unknown” - 
recognizing the number of records may have been reported to some other entity (i.e. 
government or law enforcement), but is not provided in the information available to the 
ITRC. 

Breach categories: 

Business:  This category encompasses retail services, hospitality and tourism, professional, 
trade, transportation, utilities, payment processors and other entities not included in the 
other four sectors.  It also includes nonprofit organizations, industry associations and non-
government social service providers as well as life insurance companies and insurance 
brokers (non-medical). 

Educational:  Any public or private educational facility, from pre-school through university 
level.  This category does not include scholarship providers, after school entities, or 
tutoring organizations. 

Medical/Healthcare:  Any medical covered entity (CE) or business associate (BA), as 
defined by HIPAA, in the healthcare industry.  Also includes healthcare facilities and 
organizations which may be attached to schools and universities, and may include 
pharmaceutical manufacturers.  Insurance companies may vary by industry – medical and 
long term insurance providers will be classified as medical healthcare.  (Included on 
hhs.gov list). 

Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care 
clearinghouses, and (3) health care providers who electronically transmit any health 
information in connection with transactions for which HHS has adopted standards. 
A “business associate” is a person or entity that performs certain functions or 
activities that involve the use or disclosure of protected health information on behalf 
of, or provides services to, a covered entity.   

Government/Military:  Any city, county, state, national or military entity; or a department 
within one of these entities.  In the event that a medical facility is also a government or 
military entity, it will be listed under Government/Military.  Entities such as Veteran 
Association Medical Centers (VAMC) will be included in this sector. 

Banking/Credit/Financial:  This sector includes entities such as banks, credit unions, credit 
card companies, mortgage and loan brokers, financial services, investment firms and trust 
companies, payday lenders and pension funds (401 savings plans) 

Methodology 



Identity Theft Resource Center

4/28/2015Report Date:

2015 Data Breach Category Summary
How is this report produced?  What are the rules?  See last page of report for details. Page 1 of  1

Banking/Credit/FinancialTotals for Category: 27# of Breaches: 402,224# of Records:

10.0% of Breaches: 0.4%%of Records:

BusinessTotals for Category: 108# of Breaches: 84,546# of Records:

40.0% of Breaches: 0.1%%of Records:

EducationalTotals for Category: 24# of Breaches: 554,209# of Records:

8.9%% of Breaches: 0.5%%of Records:

Government/MilitaryTotals for Category: 18# of Breaches: 1,908,304# of Records:

6.7%% of Breaches: 1.9%%of Records:

Medical/HealthcareTotals for Category: 93# of Breaches: 99,422,874# of Records:

34.4% of Breaches: 97.1%%of Records:

 2015 Breaches Identified by the ITRC as of: 4/28/2015

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  Unless noted otherwise, each 
report includes breachs that occurred in the year of the report name (such as "2014 Breach List", or became public in the report name 
year,  but were not public in the previous year.  Each item must be previously published by a credible source, such as Attorney 
General's website, TV, radio, press, etc.  The item will not be included at all if ITRC is not certain that the source is real and credible.  
We include in each item a link or source of the article, and the information presented by that article.  Many times, we have attributions 
from a multitude of media sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract from the 
previously published information.  When the number of exposed records is not reported, we note that fact.  When records are 
encrypted, we state that we do not (at this time) consider that to be a data exposure.  However, we do not consider password 
protection as adequate, and we do consider those events to be a data exposure.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.  The ITRC 
Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

Totals for All Categories: 270# of Breaches: 102,372,157# of Records:

100.0% of Breaches: 100.0%%of Records:

The ITRC would like to thank IDentityTheft911 for its financial support of the ITRC Breach Report, ITRC 
Breach Stats Report and all supplemental breach reports.

270

102,372,157

Total Breaches:

Records Exposed:

Copyright 2015 Identity Theft Resource Center
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4/28/2015Report Date:

2015 Data Breach Stats

How is this report produced?  What are the rules?  See last page of report for details. Page 1 of  10

Banking/Credit/Financial

ITRC Breach ID

Exposed #

of RecordsCompany or Agency Records Exposed?State Breach Category

Category:

ITRC20150428-02 Equity Trust Company OH Yes - Published # 3,636Banking/Credit/Financial

ITRC20150413-12 RetailCapital MI Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150413-09 HSBC Finance Corporation NY Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150409-01 White Lodging Services Corp. IN Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150408-04 Retail Capital, LLC MI Yes - Published # 741Banking/Credit/Financial

ITRC20150408-03 Momentive Performance Materials Savings Plan (Fideli OH Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150330-19 TD Bank NJ Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150330-17 OnDeck Capital, Inc. NY Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150330-16 Nationstar Mortgage / Corelogic Solutions Express TX Yes - Published # 34Banking/Credit/Financial

ITRC20150330-12 Columbia Management MA Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150330-11 Citizens Financial Group RI Yes - Published # 1,813Banking/Credit/Financial

ITRC20150320-03 Capital One VA Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150311-02 TD Bank, N.A. NJ Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150303-08 Piedmont Advantage Credit Union NC Yes - Published # 46,000Banking/Credit/Financial

ITRC20150303-05 Pioneer Bank NY Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150217-11 Ameriprise Financial Services, Inc. MN Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150213-05 Visteon Corporation / Fidelity Investments MI Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150213-03 Citibank, N.A. NY Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150213-02 Citibank, N.A. NY Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150123-10 Citibank, N.A. NY Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150123-07 Fairway Independent Mortgage Corporation WI Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150123-01 M&T Bank NY Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150122-23 Pulte Mortgage LLC CO Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150122-14 Nationstar Mortgage TX Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150122-09 Oppenheimer Funds CO Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150121-02 PineBridge Investments / Benefit Express Services IL Yes - Unknown #Banking/Credit/Financial Unknown

ITRC20150105-01 Morgan Stanley NY Yes - Published # 350,000Banking/Credit/Financial

Banking/Credit/FinancialTotals for Category: 27# of Breaches: 402,224# of Records:

10.0% of Breaches: 0.4%%of Records:

Business

ITRC Breach ID

Exposed #

of RecordsCompany or Agency Records Exposed?State Breach Category

Category:

Copyright 2015 Identity Theft Resource Center



Identity Theft Resource Center

4/28/2015Report Date:

2015 Data Breach Stats

How is this report produced?  What are the rules?  See last page of report for details. Page 2 of  10

ITRC20150428-12 Merchant - American Express NY Yes - Unknown #Business Unknown

ITRC20150428-11 Stater Brothers CA Yes - Unknown #Business Unknown

ITRC20150428-10 Compass Group USA / NEXTEP CA Yes - Unknown #Business Unknown

ITRC20150428-04 SolarCity Corporation / TrueNorth Compliance, Inc. TX Yes - Unknown #Business Unknown

ITRC20150428-03 BB&T Mortgage NC Yes - Unknown #Business Unknown

ITRC20150423-02 Freedom Smokes, Inc. AL Yes - Unknown #Business Unknown

ITRC20150423-01 AT&T AL Yes - Unknown #Business Unknown

ITRC20150417-01 Howe Riley & Howe PLLC NH Yes - Unknown #Business Unknown

ITRC20150414-01 Sweaty Bands OH Yes - Unknown #Business Unknown

ITRC20150413-15 Walter McCann Fanska KS Yes - Unknown #Business Unknown

ITRC20150413-13 Buchanan & Edwards VA Yes - Unknown #Business Unknown

ITRC20150413-10 Biggby Coffee MI Yes - Unknown #Business Unknown

ITRC20150413-08 Homebridge (In-Home Supportive Services) CA Yes - Unknown #Business Unknown

ITRC20150413-07 Kellogg & Andelson Global Management CA Yes - Unknown #Business Unknown

ITRC20150407-04 Law Enforcement - American Express AL Yes - Unknown #Business Unknown

ITRC20150407-02 SRI, Inc. VA Yes - Published # 9,000Business

ITRC20150330-27 BetterBee.com NY Yes - Published # 332Business

ITRC20150330-26 Slack CA Yes - Unknown #Business Unknown

ITRC20150330-25 Colonial Car Wash NY Yes - Unknown #Business Unknown

ITRC20150330-24 ModSpace PA Yes - Unknown #Business Unknown

ITRC20150330-23 ValuTeachers, Inc. GA Yes - Unknown #Business Unknown

ITRC20150330-21 Kohl's WI Yes - Unknown #Business Unknown

ITRC20150330-20 BAE Systems VA Yes - Unknown #Business Unknown

ITRC20150330-14 gategroup VA Yes - Unknown #Business Unknown

ITRC20150330-13 Gallagher Bassett CA Yes - Unknown #Business Unknown

ITRC20150330-09 Chubb & Son NJ Yes - Unknown #Business Unknown

ITRC20150330-08 Charlotte Russe / Innotrac CA Yes - Unknown #Business Unknown

ITRC20150330-06 Direct Marketing Association (DMA) NY Yes - Unknown #Business Unknown

ITRC20150330-05 Coulter Ventures, LLC (Rogue Fitness) OH Yes - Published # 226Business

ITRC20150330-04 Nite Ize, Inc. CO Yes - Unknown #Business Unknown

ITRC20150323-04 Twitch CA Yes - Unknown #Business Unknown

ITRC20150323-03 Hilton Hhonors Program TX Yes - Unknown #Business Unknown

ITRC20150320-06 Tom Bradley International Terminal CA Yes - Unknown #Business Unknown

ITRC20150320-05 Equifax GA Yes - Published # 300Business

ITRC20150319-02 Shell Vacations Club-West FL Yes - Unknown #Business Unknown

Copyright 2015 Identity Theft Resource Center
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4/28/2015Report Date:

2015 Data Breach Stats

How is this report produced?  What are the rules?  See last page of report for details. Page 3 of  10

ITRC20150319-01 Apple American Group (Applebee's) OH Yes - Unknown #Business Unknown

ITRC20150318-09 E.K. and Company (Mark Riley, Inc.) CA Yes - Unknown #Business Unknown

ITRC20150318-08 EMC MA Yes - Unknown #Business Unknown

ITRC20150318-07 Alta Ski Area UT Yes - Unknown #Business Unknown

ITRC20150311-01 Kraft Music LTD WI Yes - Unknown #Business Unknown

ITRC20150310-01 Bistro Burger (Epic Foods) CA Yes - Unknown #Business Unknown

ITRC20150309-08 Zoup / NEXTEP Systems MI Yes - Unknown #Business Unknown

ITRC20150309-06 A.C. Moore Arts & Crafts / Ascensus PA Yes - Unknown #Business Unknown

ITRC20150304-03 Fuse Energy / Percheron LLC TX Yes - Unknown #Business Unknown

ITRC20150304-02 Mandarin Oriental Hotel Group NY Yes - Unknown #Business Unknown

ITRC20150303-04 Ziprick & Cramer LLP CA Yes - Unknown #Business Unknown

ITRC20150303-02 Toys "R" Us NJ Yes - Unknown #Business Unknown

ITRC20150302-12 Uber CA Yes - Published # 50,000Business

ITRC20150302-11 CP Franchising / Cruise Planners FL Yes - Unknown #Business Unknown

ITRC20150302-10 Natural Grocers CO Yes - Unknown #Business Unknown

ITRC20150225-04 Urban Institute’s National Center for Charitable Statisti DC Yes - Unknown #Business Unknown

ITRC20150225-01 KSI Trading Corporation / TriNet VA Yes - Published # 641Business

ITRC20150224-04 Office of Jeb Bush FL Yes - Published # 13,000Business

ITRC20150224-03 Lime Crime CA Yes - Unknown #Business Unknown

ITRC20150224-02 Bulk Reef Supply MN Yes - Unknown #Business Unknown

ITRC20150224-01 AAAA TV CO Yes - Unknown #Business Unknown

ITRC20150219-02 trueEX NY Yes - Unknown #Business Unknown

ITRC20150217-13 Operon Resource Management MA Yes - Unknown #Business Unknown

ITRC20150217-10 Intuit /TurboTax CA Yes - Unknown #Business Unknown

ITRC20150217-08 BigFishGames.com WA Yes - Unknown #Business Unknown

ITRC20150213-06 Blue Sky Casino / French Lick Resort IN Yes - Unknown #Business Unknown

ITRC20150213-01 Power Plant Services (Alin Machining Company) IL Yes - Unknown #Business Unknown

ITRC20150210-03 Mesa del Sol Golf Club AZ Yes - Unknown #Business Unknown

ITRC20150210-01 Jefferson National Parks Association MO Yes - Unknown #Business Unknown

ITRC20150209-03 White Lodging / Marriott IN Yes - Unknown #Business Unknown

ITRC20150209-02 Phoenix House NY Yes - Published # 2,000Business

ITRC20150202-06 Book2Park.com VA Yes - Unknown #Business Unknown

ITRC20150202-05 Liberty Tax Service CA Yes - Unknown #Business Unknown

ITRC20150202-04 Greers Professional Fabricare Services VT Yes - Unknown #Business Unknown

ITRC20150202-03 CICS Employment Services, Inc. - FBI notification OR Yes - Unknown #Business Unknown

Copyright 2015 Identity Theft Resource Center
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4/28/2015Report Date:

2015 Data Breach Stats

How is this report produced?  What are the rules?  See last page of report for details. Page 4 of  10

ITRC20150123-12 Xand Corporation NY Yes - Published # 3,334Business

ITRC20150123-11 TMA Practice Management Group TX Yes - Published # 2,260Business

ITRC20150123-09 Conference USA, Inc. (Blue Zebra) TX Yes - Unknown #Business Unknown

ITRC20150123-08 Cultivian Ventures, LLC IN Yes - Unknown #Business Unknown

ITRC20150123-06 Camp Bow Wow Franchising, Inc. CO Yes - Unknown #Business Unknown

ITRC20150123-05 Aarow Equipment & Services (Aarow Contracting, Inc.) MD Yes - Unknown #Business Unknown

ITRC20150123-04 Corday Productions, Inc. (Sony) CA Yes - Unknown #Business Unknown

ITRC20150123-03 Dutch Bros. Coffee OR Yes - Unknown #Business Unknown

ITRC20150123-02 API Group, Inc. MN Yes - Unknown #Business Unknown

ITRC20150122-28 Wyndham Vacation Resorts FL Yes - Unknown #Business Unknown

ITRC20150122-27 DLS Direct Learning Systems PA Yes - Published # 1,507Business

ITRC20150122-26 Modern Gun School PA Yes - Published # 287Business

ITRC20150122-25 c3controls PA Yes - Unknown #Business Unknown

ITRC20150122-24 Primerica GA Yes - Unknown #Business Unknown

ITRC20150122-21 McKenna Long & Aldridge DC Yes - Published # 441Business

ITRC20150122-20 Blue Zebra Sports TN Yes - Published # 1,218Business

ITRC20150122-19 Worldwide Insurance Company (Experian) AZ Yes - Unknown #Business Unknown

ITRC20150122-18 Sinclair Institute / Townsend Enterprises NC Yes - Unknown #Business Unknown

ITRC20150122-17 Metropolitan Life Insurance Company NY Yes - Unknown #Business Unknown

ITRC20150122-16 Booking.com CT Yes - Unknown #Business Unknown

ITRC20150122-15 TREMEC MI Yes - Unknown #Business Unknown

ITRC20150122-12 Wingstop TX Yes - Unknown #Business Unknown

ITRC20150122-10 Merchant - American Express AL Yes - Unknown #Business Unknown

ITRC20150122-08 American Airlines TX Yes - Unknown #Business Unknown

ITRC20150122-07 United Airlines IL Yes - Unknown #Business Unknown

ITRC20150122-06 Law Offices of David A. Krausz, P.C. CA Yes - Unknown #Business Unknown

ITRC20150122-05 ValuePetSupplies.com / Piech Sales Company TN Yes - Unknown #Business Unknown

ITRC20150122-04 Barbecue Renew / Grillparts.com FL Yes - Unknown #Business Unknown

ITRC20150122-03 Six Red Marbles, LLC MA Yes - Unknown #Business Unknown

ITRC20150121-09 Rentrak Corporation OR Yes - Unknown #Business Unknown

ITRC20150121-08 American Athletic Conference - Blue Zebra RI Yes - Unknown #Business Unknown

ITRC20150121-05 Polish Falcons of America PA Yes - Unknown #Business Unknown

ITRC20150121-03 Allied-Barton PA Yes - Unknown #Business Unknown

ITRC20150121-01 Asset Marketing Services / GovMint.com MN Yes - Unknown #Business Unknown

ITRC20150109-01 Libbey Inc. OH Yes - Unknown #Business Unknown

Copyright 2015 Identity Theft Resource Center
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4/28/2015Report Date:

2015 Data Breach Stats

How is this report produced?  What are the rules?  See last page of report for details. Page 5 of  10

ITRC20150107-03 Art of Tea CA Yes - Unknown #Business Unknown

ITRC20150107-01 Fast Forward Academy FL Yes - Unknown #Business Unknown

ITRC20150105-02 La Jolla Group CA Yes - Unknown #Business Unknown

BusinessTotals for Category: 108# of Breaches: 84,546# of Records:

40.0% of Breaches: 0.1%%of Records:

Educational

ITRC Breach ID

Exposed #

of RecordsCompany or Agency Records Exposed?State Breach Category

Category:

ITRC20150413-17 Roxbury Community College MA Yes - Unknown #Educational Unknown

ITRC20150413-11 University of New Hampshire NH Yes - Unknown #Educational Unknown

ITRC20150408-06 District of Columbia Public Schools DC Yes - Unknown #Educational Unknown

ITRC20150408-05 University of California Riverside CA Yes - Published # 8,000Educational

ITRC20150408-02 Franklin & Marshall College PA Yes - Published # 356Educational

ITRC20150407-03 Auburn University AL Yes - Published # 364,012Educational

ITRC20150401-03 Bradley University IL Yes - Published # 4,700Educational

ITRC20150330-15 Frederick County Public Schools MD Yes - Published # 7,933Educational

ITRC20150330-10 Westmont College CA Yes - Unknown #Educational Unknown

ITRC20150318-11 Texas A&M TX Yes - Published # 4,697Educational

ITRC20150303-07 Socorro Independent School District TX Yes - Unknown #Educational Unknown

ITRC20150303-03 Perspectives.org IL Yes - Unknown #Educational Unknown

ITRC20150225-02 Kaplan University IA Yes - Unknown #Educational Unknown

ITRC20150219-01 University of Maine ME Yes - Published # 941Educational

ITRC20150210-04 Utah State University UT Yes - Published # 347Educational

ITRC20150210-02 Shorter University GA Yes - Unknown #Educational Unknown

ITRC20150127-04 University of Chicago - Biological Sciences Division IL Yes - Published # 2,024Educational

ITRC20150127-01 California State University - Dominguez Hills CA Yes - Unknown #Educational Unknown

ITRC20150123-14 Mount Pleasant Independent School District TX Yes - Published # 915Educational

ITRC20150122-22 Waynesburg University PA Yes - Published # 284Educational

ITRC20150122-13 Metropolitan State University MN Yes - Published # 160,000Educational

ITRC20150122-11 University of Oregon OR Yes - Unknown #Educational Unknown

ITRC20150121-07 Columbia Southern University AL Yes - Unknown #Educational Unknown

ITRC20150121-04 Azusa Pacific University CA Yes - Unknown #Educational Unknown

Copyright 2015 Identity Theft Resource Center
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4/28/2015Report Date:

2015 Data Breach Stats

How is this report produced?  What are the rules?  See last page of report for details. Page 6 of  10

EducationalTotals for Category: 24# of Breaches: 554,209# of Records:

8.9%% of Breaches: 0.5%%of Records:

Government/Military

ITRC Breach ID

Exposed #

of RecordsCompany or Agency Records Exposed?State Breach Category

Category:

ITRC20150421-02 VA Long Beach Healthcare System CA Yes - Unknown #Government/Military Unknown

ITRC20150421-01 CDC/NIOSH World Trade Center Health Program GA Yes - Published # 958Government/Military

ITRC20150420-03 Department of Children and Families / Department of E FL Yes - Published # 200,000Government/Military

ITRC20150413-16 Denton County Health Department TX Yes - Published # 874Government/Military

ITRC20150413-05 VA Eastern Colorado Health Care System CO Yes - Published # 508Government/Military

ITRC20150408-01 City of Philadelphia - Fire Department EMS Unit PA Yes - Published # 81,463Government/Military

ITRC20150407-05 Department of Business Oversight CA Yes - Unknown #Government/Military Unknown

ITRC20150407-01 Tulare County Health & Human Services CA Yes - Published # 845Government/Military

ITRC20150330-28 Department of Labor VT Yes - Published # 80Government/Military

ITRC20150330-02 GA Department of Community Health (#2) GA Yes - Published # 355,127Government/Military

ITRC20150330-01 GA Department of Community Health GA Yes - Published # 557,779Government/Military

ITRC20150323-01 Virginia Department of Medical Assistance (VA-DMAS) VA Yes - Published # 697,586Government/Military

ITRC20150318-04 County of Haywood NC Yes - Published # 955Government/Military

ITRC20150305-02 VA Corporate Data Center Operations / Austin Informat TX Yes - Published # 7,029Government/Military

ITRC20150217-09 Philadelphia Common Pleas Court PA Yes - Unknown #Government/Military Unknown

ITRC20150127-02 Lubbock Housing Authority TX Yes - Published # 1,100Government/Military

ITRC20150122-02 St. Louis County's Department of Health MO Yes - Published # 4,000Government/Military

ITRC20150121-06 City of Alexandria, VA / Fire Department / ADP VA Yes - Unknown #Government/Military Unknown

Government/MilitaryTotals for Category: 18# of Breaches: 1,908,304# of Records:

6.7%% of Breaches: 1.9%%of Records:

Medical/Healthcare

ITRC Breach ID

Exposed #

of RecordsCompany or Agency Records Exposed?State Breach Category

Category:

ITRC20150428-14 Community Mercy Health Partners / Springfield Region OH Yes - Published # 2,000Medical/Healthcare

ITRC20150428-13 Griffin Health Services CT Yes - Published # 397Medical/Healthcare

ITRC20150428-09 Consolidated Tribal Health Project CA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150428-08 University of Illinois at Chicago IL Yes - Published # 3,000Medical/Healthcare

ITRC20150428-07 CompuNet Clinical Laboratories OH Yes - Published # 2,584Medical/Healthcare

ITRC20150428-06 Seton Family of Hospitals / Ascension TX Yes - Published # 39,000Medical/Healthcare

Copyright 2015 Identity Theft Resource Center
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2015 Data Breach Stats

How is this report produced?  What are the rules?  See last page of report for details. Page 7 of  10

ITRC20150428-05 Community Health Network IN Yes - Published # 650Medical/Healthcare

ITRC20150428-01 Saint Agnes Health Care, Inc. (Ascension) MD Yes - Published # 24,967Medical/Healthcare

ITRC20150423-03 St. Vincent Medical Group IN Yes - Published # 760Medical/Healthcare

ITRC20150420-02 Office of Dr. Anthony T.R. Green NY Yes - Published # 7,448Medical/Healthcare

ITRC20150416-03 American Sleep Medicine CA Yes - Published # 1,787Medical/Healthcare

ITRC20150416-02 Children's Heart Center NV Yes - Published # 8,791Medical/Healthcare

ITRC20150416-01 Allina Health MN Yes - Published # 838Medical/Healthcare

ITRC20150414-04 Schaeffler Group USA SC Yes - Published # 550Medical/Healthcare

ITRC20150414-03 Western Montana Clinic MT Yes - Published # 7,038Medical/Healthcare

ITRC20150414-02 Stanislaus Surgical Hospital CA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150413-14 Office of Dr. Patrick Le CA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150413-06 Pediatric Associates FL Yes - Published # 627Medical/Healthcare

ITRC20150413-04 Cigna-Health Spring TN Yes - Published # 862Medical/Healthcare

ITRC20150413-03 PIH Health Hospital - Whittier CA Yes - Published # 826Medical/Healthcare

ITRC20150413-02 SUPERVALU Group Health Plan IL Yes - Published # 782Medical/Healthcare

ITRC20150413-01 Covenant Ministries of Benevolance IL Yes - Published # 782Medical/Healthcare

ITRC20150407-06 Office of Elizabeth Kerner, M.D. TX Yes - Published # 873Medical/Healthcare

ITRC20150403-02 7-11, Inc. Comprehensive Welfare Benefits Plan No. 52 TX Yes - Published # 1,688Medical/Healthcare

ITRC20150401-02 McDermott Will & Emery IL Yes - Published # 880Medical/Healthcare

ITRC20150401-01 Freelancers Insurance Company NY Yes - Published # 43,068Medical/Healthcare

ITRC20150330-22 Hartford Surgical Associates, PA MD Yes - Published # 350Medical/Healthcare

ITRC20150330-18 Cigna CT Yes - Unknown #Medical/Healthcare Unknown

ITRC20150330-07 Aetna CT Yes - Published # 133Medical/Healthcare

ITRC20150330-03 Kane Hall Barry Neurology TX Yes - Published # 600Medical/Healthcare

ITRC20150329-04 Career Education Corporation IL Yes - Published # 151,626Medical/Healthcare

ITRC20150329-03 Mount Sinai Medical Center FL Yes - Published # 1,406Medical/Healthcare

ITRC20150329-02 Life Care Center of Attleboro MA Yes - Published # 2,473Medical/Healthcare

ITRC20150329-01 AT&T Group Health Plan TX Yes - Published # 50,000Medical/Healthcare

ITRC20150323-02 Aventura Hospital and Medical Center FL Yes - Published # 686Medical/Healthcare

ITRC20150320-04 Florida Hospital FL Yes - Published # 9,000Medical/Healthcare

ITRC20150320-02 EyeCare of Bartlesville OK Yes - Published # 4,000Medical/Healthcare

ITRC20150320-01 Advance Rehabilitation & Consulting LTD GA Yes - Published # 570Medical/Healthcare

ITRC20150318-10 Sacred Heart Health System (Ascension Health) FL Yes - Published # 14,177Medical/Healthcare

ITRC20150318-06 Amedisys CA Yes - Published # 6,909Medical/Healthcare

ITRC20150318-05 Kaiser Foundation Health Plan of the Mid-Atlantic Stat y MD 630Medical/Healthcare
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ITRC20150318-03 Children's National Medical Center DC Yes - Published # 18,000Medical/Healthcare

ITRC20150318-02 Advantage Dental (Advantage Consolidated LLC) OR Yes - Published # 151,626Medical/Healthcare

ITRC20150318-01 Premera Blue Cross WA Yes - Published # 11,000,000Medical/Healthcare

ITRC20150313-02 Providence ST. Joseph Medical Center / Providence H WA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150313-01 Aurora Health Care WI Yes - Unknown #Medical/Healthcare Unknown

ITRC20150312-02 Clinical Reference Laboratory, Inc. KS Yes - Published # 4,668Medical/Healthcare

ITRC20150312-01 Mosaic Medical OR Yes - Published # 2,207Medical/Healthcare

ITRC20150310-02 Blue Cross Blue Shield - Michigan MI Yes - Published # 5,514Medical/Healthcare

ITRC20150309-07 Indiana State Medical Association IN Yes - Published # 38,351Medical/Healthcare

ITRC20150309-05 Valley Community Healthcare CA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150309-04 Office of Sharon J. Jones, M.D. CA Yes - Published # 350Medical/Healthcare

ITRC20150309-03 St. Mary's (Health) Medical Center (Ascension Health) IN Yes - Published # 3,952Medical/Healthcare

ITRC20150309-02 San Francisco General Hospital CA Yes - Published # 2,500Medical/Healthcare

ITRC20150305-01 Marketing Clique TX Yes - Published # 8,700Medical/Healthcare

ITRC20150304-01 Xtra Mile Ambulance Service Company TX Yes - Unknown #Medical/Healthcare Unknown

ITRC20150303-06 Benecard Services, Inc. NJ Yes - Unknown #Medical/Healthcare Unknown

ITRC20150303-01 Blue Cross Blue Shield - Minnesota MN Yes - Unknown #Medical/Healthcare Unknown

ITRC20150302-09 Suburban Lung Associates IL Yes - Unknown #Medical/Healthcare Unknown

ITRC20150302-06 Medical College of Wisconsin WI Yes - Unknown # 400Medical/Healthcare

ITRC20150302-05 Home Respiratory Care CA Yes - Published # 1,285Medical/Healthcare

ITRC20150302-04 South Sunflower County Hospital MS Yes - Published # 19,000Medical/Healthcare

ITRC20150302-03 Pathway to Hope FL Yes - Published # 600Medical/Healthcare

ITRC20150302-02 Hunt Regional Medical Partners TX Yes - Published # 3,000Medical/Healthcare

ITRC20150302-01 Office of Raymond Mark Turner, MD NV Yes - Published # 2,153Medical/Healthcare

ITRC20150225-03 Anthem, Inc. (non-customers) - Blue Cross Blue Shield IN Yes - Published # 8,800,000Medical/Healthcare

ITRC20150223-03 Planned Parenthood Southwest Ohio OH Yes - Published # 5,000Medical/Healthcare

ITRC20150223-02 Office of Arturo Tomas IL Yes - Published # 680Medical/Healthcare

ITRC20150223-01 Lone Star Circle of Care TX Yes - Published # 8,700Medical/Healthcare

ITRC20150220-01 Office of Cathrine Steinborn DDS CA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150217-15 Partners HealthCare System, Inc. MA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150217-14 Otsuka America, Inc. CA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150217-12 Harvard Pilgrim Health Care MA Yes - Unknown #Medical/Healthcare Unknown

ITRC20150217-07 State of Franklin Healthcare Associates TN Yes - Unknown #Medical/Healthcare Unknown

ITRC20150217-06 Kaiser Permanente Hawaii HI Yes - Published # 6,600Medical/Healthcare

ITRC20150217-05 Office of Ronald D. Garrett-Roe, MD TX Yes - Published # 1,600Medical/Healthcare
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ITRC20150217-04 North Dallas Urogynecology PLLC TX Yes - Published # 678Medical/Healthcare

ITRC20150217-03 National Pain Institute FL Yes - Published # 500Medical/Healthcare

ITRC20150217-02 mdINR LLC FL Yes - Published # 1,859Medical/Healthcare

ITRC20150217-01 Office of David E. Hansen, DDS PS WA Yes - Published # 2,000Medical/Healthcare

ITRC20150213-04 Dartmouth-Hitchcock Medical Center NH Yes - Unknown #Medical/Healthcare Unknown

ITRC20150209-01 Rainier Surgical Inc. TX Yes - Published # 4,920Medical/Healthcare

ITRC20150205-02 Boston Baskin Cancer Foundation MA Yes - Published # 56,694Medical/Healthcare

ITRC20150205-01 Anthem, Inc. - Customers IN Yes - Published # 78,800,000Medical/Healthcare

ITRC20150202-02 Umass Memorial Medical Group MA Yes - Published # 14,000Medical/Healthcare

ITRC20150202-01 Senior Health Partners / Premier Home Health NY Yes - Published # 2,772Medical/Healthcare

ITRC20150130-01 Riverside County Regional Medical Center (RCRMC) # CA Yes - Published # 7,925Medical/Healthcare

ITRC20150127-03 Harel Chiropractic WI Yes - Published # 3,000Medical/Healthcare

ITRC20150126-01 California Pacific Medical Center CA Yes - Published # 845Medical/Healthcare

ITRC20150123-13 St. Peter's Health Partners NY Yes - Published # 5,117Medical/Healthcare

ITRC20150122-01 Sunglo Home Health Services TX Yes - Unknown #Medical/Healthcare Unknown

ITRC20150114-02 Inland Empire Health Plan (IEHP) / Children's Eyewear CA Yes - Published # 1,030Medical/Healthcare

ITRC20150107-02 Aspire Indiana, Inc. IN Yes - Published # 43,890Medical/Healthcare

Medical/HealthcareTotals for Category: 93# of Breaches: 99,422,874# of Records:

34.4% of Breaches: 97.1%%of Records:
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 2015 Breaches Identified by the ITRC as of: 4/28/2015

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  Unless noted otherwise, each 
report includes breachs that occurred in the year of the report name (such as "2014 Breach List"), or became public in the report name 
year,  but were not public in the previous year.  Each item must be previously published by a credible source, such as Attorney 
General's website, TV, radio, press, etc.  The item will not be included at all if ITRC is not certain that the source is real and credible.  
We include in each item a link or source of the article, and the information presented by that article.  Many times, we have attributions 
from a multitude of media sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract from the 
previously published information.  When the number of exposed records is not reported, we note that fact.  When records are encrypted, 
we state that we do not (at this time) consider that to be a data exposure.  However, we do not consider password protection as 
adequate, and we do consider those events to be a data exposure.

What is a breach?  A breach is defined as an event in which an individual’s name plus Social Security Number (SSN), driver’s license 
number, medical record, or a financial record/credit/debit card is potentially put at risk – either in electronic or paper format.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

Totals for All Categories : 270# of Breaches: 102,372,157# of Records:

100.0% of Breaches: 100.0%%of Records:

The ITRC would like to thank IDentityTheft911 for its financial support of the ITRC Breach Report, 
ITRC Breach Stats Report and all supplemental breach reports.

270

102,372,157

Total Breaches:

Records Exposed:
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ITRC20150428-14 Community Mercy Health 

Partners / Springfield 

OH 4/24/2015

Community Mercy Health Partners, operator of the Springfield Regional Medical Center, has alerted patients to a data breach that occurred 
in February.  Invoices for about 2,000 patients containing names, addresses, billing codes such as diagnosis and procedural codes, service 
dates and locations, and account balances were inadvertently sent to incorrect people.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 2,000

Records ReportedRecords Exposed?

Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/oh-springfield-regional-medical-center-patients-notified-of-hipaa-breach-due-to-mailing-e

Article Title: Springfield Regional Medical Center patients notified of #HIPAA breach due to mailing error

Article URL:

ITRC20150428-13 Griffin Health Services CT 4/25/2015

Earlier in 2014, Griffin Health Services Corp., of which Griffin Faculty Physicians is a part, reported that an unauthorized user might have 
accessed one of its software systems, which houses names, addresses, Social Security numbers, dates of birth and 2012 W-2 statements. 
Griffin notified 397 current and former employees about the breach.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 397

Records ReportedRecords Exposed?

Publication: newstime.com / CT AG's office Author:Attribution 1

http://www.newstimes.com/local/article/Connecticut-state-law-reveals-huge-extent-of-data-6223768.php

Article Title: Connecticut state law reveals huge extent of data privacy losses

Article URL:

ITRC20150428-12 Merchant - American Express NY 4/28/2015

We are strongly committed to the security of our Cardmembers’ information and strive to let you know about security concerns as soon as 
possible. A merchant where you used your American Express Card detected unauthorized access to its data files.  At this time, we believe 
the merchant’s affected data files included your cancelled American Express Card account number, your name and other Card information 
such as the expiration date. Importantly, your Social Security number was not impacted and our systems have not detected any 
unauthorized activity on your cancelled Card account related to this incident.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/C2015020110%20CA%20AG%20-%20Customer%20Notice_0.pdf?

Article Title: Merchant - American Express

Article URL:

ITRC20150428-11 Stater Brothers CA 4/8/2015

In cooperation with the West Covina Police Department, Stater Bros. Markets requests the public’s help in apprehending three suspects who 
placed a skimmer device on a pin pad in the deli department at a Stater Bros. Supermarket located at 375 North Azusa Avenue in West 
Covina. An in-store camera captured the photographs of the suspects, See the images of the suspects below. Stater Bros. takes seriously 
the security of payment card information. Regrettably, on April 8, 2015, we discovered that three suspects connected a small data capture 
device to the pin pad of a point-of-sale terminal in the deli area of our West Covina, California store.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Staters%20Bros%20-%20Pin%20Pad%20Incident%20Website%20Notice%20v2_0.pdf?

Article Title: Stater Brothers

Article URL:

ITRC20150428-10 Compass Group USA / 

NEXTEP

CA 4/27/2015

We are providing this notice as a precaution to tell kiosk users about the incident and to call their attention to some steps they may take to 
help protect themselves.
Based upon an extensive forensic investigation, it appears that unauthorized individuals installed malicious software designed to capture 
payment card information on certain NEXTEP self-serve kiosks, including those in use at the locations identified above. Your payment card 
information (including name, payment card account number, card expiration date and the CVV security code) may be at risk if you used a 
payment card at a NEXTEP self-service kiosk at one of the on-site dining locations identified above between February 2, 2015 and March 9, 
2015.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Compass_Proof%20Copy%20Media%20Notice_0.pdf?

Article Title: Compass Group USA

Article URL:

ITRC20150428-09 Consolidated Tribal Health 

Project

CA 4/28/2015

Consolidated Tribal Health Project, Inc. ("CTHP") is writing to notify you of a data security event that may affect certain information relating 
to you. While we are unaware of any actual or attempted misuse of this information, this letter contains information about the incident and 
our response, steps you can take to protect your information, and resources we are making available to help you.
What happened? CTHP has become aware of a data security event involving unauthorized access by a former employee to certain CTHP 
systems and information maintained by CTHP

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/CTHP%20Exhibits_0.pdf?

Article Title: Consolidated Tribal Health Project

Article URL:

ITRC20150428-08 University of Illinois at 

Chicago

IL 4/28/2015

University of Illinois at Chicago  	IL	  Healthcare Provider	   3000	   04/28/2015	  Theft  	Laptop	  No

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 3,000

Records ReportedRecords Exposed?

Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: University of Illinois at Chicago

Article URL:

ITRC20150428-07 CompuNet Clinical 

Laboratories

OH 4/23/2015

CompuNet Clinical Laboratories	  OH  	Healthcare Provider	  2584	  04/23/2015  	Loss	Paper/Films	  No

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Paper Data

Breach Type

Yes - Published # 2,584

Records ReportedRecords Exposed?

Publication: hhs.com Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: CompuNet Clinical Laboratories

Article URL:

ITRC20150428-06 Seton Family of Hospitals / 

Ascension

TX 4/25/2015

Seton Family of Hospitals will provide free identity monitoring and protection services for patients who had their personal information leaked 
in a phishing attack targeting employee emails. Approximately 39,000 patients received letters about the breach in which hackers accessed 
protected patient information, including demographic information, medical record numbers, insurance information and Social Security 
numbers. Seton was notified of the breach on Feb. 26.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 39,000

Records ReportedRecords Exposed?

Publication: kxan.com / databreaches.net Author:Attribution 1

http://kxan.com/2015/04/24/39000-affected-in-seton-phishing-attack-targeting-company-emails/

Article Title: Seton data breach may affect 39,000 patients

Article URL:

ITRC20150428-05 Community Health Network IN 3/20/2015

Hundreds of patients’ test results went missing last month from a Community Health Network office, the hospital network announced Friday.  
In February, the staff at Physician Network Practice, located in the 2000 block of North Shadeland Avenue, noticed a binder with results had 
disappeared.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Paper Data

Breach Type

Yes - Published # 650

Records ReportedRecords Exposed?
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Publication: databreaches.net hhs.gov Author:Attribution 1

http://www.databreaches.net/community-health-network-patient-test-results-missing/

Article Title: Community Health Network patient test results missing

Article URL:

ITRC20150428-04 SolarCity Corporation / 

TrueNorth Compliance, Inc.

TX 3/23/2015

On approximately March 2, 2015, TrueNorth Compliance, Inc. (TrueNorth), a service provider to SolarCity Corporation, discovered that a 
document containing your information was captured by a search engine web crawler and stored in a cache (temporary storage) on the 
Internet from February 27, 2015 to March 2, 2015. We are sending you this letter as a cautionary measure because we believe that certain 
information about you, which may have included your name, Social Security number, date of birth, address and email address may have 
been available through Google’s Internet search engine.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-252135%20(1).pdf

Article Title: SolarCity Corporation / TrueNorth Compliance, Inc.

Article URL:

ITRC20150428-03 BB&T Mortgage NC 3/13/2015

In January of this year, BB&T Mortgage Servicing provided the United States Postal Service (USPS) with 2014 Form 1098 Mortgage Interest 
Statements for delivery to BB&T clients. Shortly thereafter, a BB&T Client Service Supervisor suspected the mailing may have been 
processed incorrectly when one envelope was returned by an uninterested third party who had received it in error. After an internal 
investigation, we determined that incomplete mailing addresses were printed on each envelope provided to the USPS. This error caused the 
coborrower's name, if there was one, to appear on the face of the envelope instead of the street address field.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-252018.pdf

Article Title: BB&T Mortgage

Article URL:

ITRC20150428-02 Equity Trust Company OH 3/5/2015

We are contacting you regarding a data security incident at Equity Trust Company ("Equity Trust"). The data security incident, which is more 
fully described below, began on January 1, 2015, and was discovered by Equity Trust on February 6, 2015. Our investigation has determined 
that the data security incident affected 3,636 individuals residing in all 50 states. All affected individuals are Individual Retirement Account 
("IRA") holders at brokerages supported by Equity Trust's directed trustee services. The data security incident affects 63 individuals who 
reside in Maryland.

Banking/Credit/Financial

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 3,636

Records ReportedRecords Exposed?

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251957.pdf

Article Title: Equity Trust Company

Article URL:

ITRC20150428-01 Saint Agnes Health Care, Inc. 

(Ascension)

MD 4/24/2015

Hackers accessed personal information of about 25,000 patients at Saint Agnes Health Care Inc.  The breach resulted from an email 
phishing incident that targeted employee email accounts to access protected health information.  The Baltimore health system on Monday 
said it sent letters to 25,000 individuals notifying them of the incident, which compromised at least one of the following personal details: 
name, date of birth, gender, medical record number, insurance information and limited clinical information. In four cases, patients’ social 
security numbers were accessed.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 24,967

Records ReportedRecords Exposed?

Publication: hhs.gov / bizjournals.com Author: Sarah GantzAttribution 1

http://www.bizjournals.com/baltimore/news/2015/04/27/saint-agnes-security-breach-affects-25-000-people.html

Article Title: Saint Agnes security breach affects 25,000 people

Article URL:
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ITRC20150423-03 St. Vincent Medical Group IN 4/22/2015

St. Vincent Medical Group in Indiana, a member of Ascension Health, has provided a substitute notice following an e-mail phishing incident.  
According to their notice, a copy of which is posted on their web site, on December 14, 2014, they learned that an employee’s user name 
and password had been compromised as a result of e-mail phishing. St.Vincent Medical Group immediately shut down the user name and 
password of the impacted account and launched an investigation into the matter.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 760

Records ReportedRecords Exposed?

Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/in-st-vincent-medical-group-notifies-patients-after-successful-phishing-attempt-compro

Article Title: St. Vincent Medical Group notifies patients after successful phishing attempt compromises PHI

Article URL:

ITRC20150423-02 Freedom Smokes, Inc. AL 3/16/2015

We are contacting you as a precautionary measure to let you know about a data security incident that might affect your customer 
information.  We identified that between approximately February 11, 2015 and March 16, 2015, electronic data may have been improperly 
obtained through unauthorized access to the website for MyFreedomSmokes (“MFS”). Specifically, on March 16, 2015, we discovered 
unauthorized code on the website and, although the code was encrypted, we believe that this code may have been used to obtain customer 
data as customers entered the information into the site’s shopping cart while making a purchase on the website.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Notice%20to%20CA%20Consumers_0.pdf?

Article Title: Freedom Smokes, Inc.

Article URL:

ITRC20150423-01 AT&T AL 4/23/2015

AT&T’s commitments to customer privacy and data security are top priorities, and we take those commitments very seriously. As part of an 
ongoing investigation, we determined that your account was accessed without authorization in violation of AT&T’s privacy and security 
policies between February and July, 2014.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/CS_California_0.pdf?

Article Title: AT&T

Article URL:

ITRC20150421-02 VA Long Beach Healthcare 

System

CA 4/20/2015

Documents containing the personal information of veterans seeking treatment at the Veterans Affairs Long Beach Hospital may have been 
improperly disposed, Veterans Affairs officials said.  Army veteran and hospital patient Paulnhu Nguyen said he found a large stack of 
patient records containing personal information, such as social security numbers, date of births and full names, in a dumpster by the hospital 
after his appointment on Thursday.

Government/Military

ITRC Breach ID Company or Agency State Published Date Breach Category

Paper Data

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: abc7.com / databreaches.net Author:Attribution 1

http://abc7.com/news/va-long-beach-hospital-may-have-improperly-disposed-patient-docs/671192/

Article Title: VA Long Beach Hospital may have improperly disposed patients' personal information

Article URL:

ITRC20150421-01 CDC/NIOSH World Trade 

Center Health Program

GA 4/2/2015

CDC/NIOSH World Trade Center Health Program (WTCHP)   	GA   	Health Plan	   958   	04/02/2015	   Unauthorized 
Access/Disclosure	Paper/Films

Government/Military

ITRC Breach ID Company or Agency State Published Date Breach Category

Paper Data

Breach Type

Yes - Published # 958

Records ReportedRecords Exposed?

Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: CDC/NIOSH World Trade Center Health Program

Article URL:
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ITRC20150420-03 Department of Children and 

Families / Department of 

FL 4/17/2015

A state employee is behind bars after accessing the personal information of thousands of Floridians. According to the Department of 
Economic Opportunity, one of their employees managed to access the Florida Department of Children and Families' Florida ACCESS 
system. He then obtained the names and social security numbers of more than 200,000 people in the DCF system.
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Publication: news4jax.com Author:Attribution 1

http://www.news4jax.com/news/dcf-suffers-major-security-breach/32434532?view=print

Article Title: DCF suffers major security breach

Article URL:

ITRC20150420-02 Office of Dr. Anthony T.R. 

Green

NY 3/11/2015

Dr. Anthony T. R. Green DDS NY Healthcare Provider 7448 03/11/2015 Unauthorized Access/Disclosure Other, Paper/Films
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Records ReportedRecords Exposed?

Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Office of Dr. Anthony T.R. Green

Article URL:

ITRC20150417-01 Howe Riley & Howe PLLC NH 4/8/2015

On April 2, 20 !5, information was inadvertently entered by HRH onto a website HRH believed to be affiliated with the Internal Revenue 
Service ("IRS"). The information disclosed included the name, business address, phone number, email address and Social Security number 
of a HRH client. We have been in contact with the company that runs the website and received written confirmation from them that the 
information will be discarded.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/howe-riley-howe-20150408.pdf

Article Title: Howe Riley & Howe PLLC

Article URL:

ITRC20150416-03 American Sleep Medicine CA 4/16/2015

On March 3, 2015, we discovered an external hard drive had been stolen from a locked server room. After extensively searching the 
premises, the incident was reported to the San Diego Police Department (Case number #15-012876).  [1,787 per hhs.gov list)
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/american-sleep-medicine-patients-notified-of-stolen-hard-drive/

Article Title: American Sleep Medicine patients notified of stolen hard drive

Article URL:

Publication: CA AG's office Author:Attribution 2

https://oag.ca.gov/system/files/San%20Diego%20Patient%20Breach%20Notification%20Letter_0.pdf?

Article Title: American Sleep Medicine

Article URL:

ITRC20150416-02 Children's Heart Center NV 4/3/2015

Children's Heart Center NV Healthcare Provider 8791 04/03/2015 Unauthorized Access/Disclosure Electronic Medical Record
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Children's Heart Center

Article URL:
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ITRC20150416-01 Allina Health MN 4/6/2015

Allina Health MN Healthcare Provider 838 04/06/2015 Unauthorized Access/Disclosure Paper/Films

Medical/Healthcare
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Yes - Published # 838

Records ReportedRecords Exposed?

Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Allina Health

Article URL:

ITRC20150414-04 Schaeffler Group USA SC 4/2/2015

Schaeffler Group USA SC Health Plan 550 04/02/2015 Hacking/IT Incident Network Server
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Schaeffler Group USA

Article URL:

ITRC20150414-03 Western Montana Clinic MT 4/2/2015

 Western Montana Clinic MT Healthcare Provider 7038 04/02/2015 Hacking/IT Incident Other
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Western Montana Clinic

Article URL:

ITRC20150414-02 Stanislaus Surgical Hospital CA 4/5/2015

We are contacting you regarding a data security incident that occurred on April 5, 2015 at Stanislaus Surgical Hospital's 1501 Oakdale Road 
building. This incident may potentially expose some of your personal information to others (i.e. your name, address, account number, Social 
Security number, and other identifying information may have been among the items breached).
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Stanilslaus%20Surgical%20Hospital_041415_0.pdf?

Article Title: Stanislaus Surgical Hospital

Article URL:

ITRC20150414-01 Sweaty Bands OH 4/10/2015

On March 18, 2015, we learned that an unauthorized person gained access to the servers hosting our website's payment processing 
software and installed malicious code on our systems that was able to access customers' personal information. That information was your 
name, address, telephone number, credit card number, expiration date, and
verification code
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Publication: VT AG's office Author:Attribution 1

http://www.ago.vermont.gov/assets/files/Consumer/Sweaty%20Bands%20SBN%20to%20Consumer.pdf

Article Title: Sweaty Bands

Article URL:
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ITRC20150413-17 Roxbury Community College MA 4/10/2015

The attorney general’s office is investigating a data breach at Roxbury Community College, the school’s president said in an e-mail to the 
college community on Thursday. President Valerie Roberson did not disclose the nature of the breach, which was discovered around March 
16. It was reported to the board of trustees, the state Department of Higher Education and Attorney General Maura Healy’s office, Roberson 
said. Authorities went to the campus Thursday morning to collect evidence and to interview college employees as part of an ongoing 
investigation.
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Publication: bostonglobe.com / databreaches.net Author:Attribution 1

https://www.bostonglobe.com/metro/2015/04/09/data-breach-reported-roxbury-community-college/PMuDBgvc6sm4wqj

Article Title: Data breach reported at Roxbury Community College

Article URL:

ITRC20150413-16 Denton County Health 

Department

TX 4/10/2015

On February 13, 2015, a Denton County Health Department employee temporarily left a USB drive at a local printing store in order to print a 
personal document from the device. Unfortunately, that USB drive included 874 unsecured data files of tuberculosis (TB) clinic patients 
belonging to the Denton County Health Department, including patient names, dates of birth, addresses, TB test results and other protected 
health information as defined by the Health Insurance Portability and Accountability Act (HIPAA). The data files did not include any financial 
information or any social security numbers.
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Electronic
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Publication: databreaches.net / hhs.gov Author:Attribution 1

http://www.databreaches.net/tx-denton-county-health-department-alerts-tb-clinic-patients-to-breach/

Article Title: Denton County Health Department Alerts TB Clinic Patients to Breach

Article URL:

ITRC20150413-15 Walter McCann Fanska KS 4/10/2015

Kansas City-based accounting firm Walters McCann Fanska is notifying clients that their personal and financial account information may 
have been acquired by a hacker or hackers who had access to the firm’s network from sometime late last year until late February 2015. To 
their credit, the firm noticed suspicious activity with some accounts at the end of the February and brought in a forensic investigator, who 
confirmed on March 4 that there had been a compromise.
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Publication: VT AG's office Author:Attribution 1

http://www.databreaches.net/walters-mccann-fanska-notifies-clients-of-network-security-breach/

Article Title: Walters McCann Fanska notifies clients of network security breach

Article URL:

ITRC20150413-14 Office of Dr. Patrick Le CA 4/11/2015

Christine O’Donnell reports that hundreds of dental records with patients’ addresses, insurance information, Social Security numbers, dates 
of birth, and drivers license numbers were found in what appears to be a vacant building in Orange. Of concern, the building has broken 
windows and homeless people have been observed going in and out of it for a while now.  Fox11’s investigation reportedly found that a 
dentist named Patrick Le owns the building, and it is also his name that appears on the dental records.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/ca-hundreds-of-dental-records-found-in-vacant-building/

Article Title: Hundreds Of Dental Records Found In Vacant Building

Article URL:

ITRC20150413-13 Buchanan & Edwards VA 4/10/2015

We are writing to inform you about an incident involving your personal information. While investigating an incident in which an unauthorized 
third party unsuccessfully attempted to transfer funds from a Buchanan & Edwards, Inc. ("Buchanan") bahk account, we discovered on 
March 11, 2015, that an employee's email account had been compromised on or about February 10, 2015. We promptly reset all user 
passwords and are enhancing our log in requirements and network security to prevent a similar incident from occurring in the future.
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Publication: VT AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Buchanan%20and%20Edwards%20SBN%20to%20Con

Article Title: Buchanan & Edwards

Article URL:

ITRC20150413-12 RetailCapital MI 4/10/2015

We write to you with important information about a potential compromise of certain personal information that occurred on March 17, 2015. 
The incident involved unauthorized access by an unidentified third party to the electronic mailbox of one of our sales managers. The intruder 
was able illicitly to acquire the manager 's password, thereby gaining access to the manager 's electronic mailbox. Upon gaining access, the 
intruder locked our employee out of the mailbox.
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Publication: VT AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Retail%20Capital%20SBN%20to%20Consumer.pdf

Article Title: RetailCapital

Article URL:

ITRC20150413-11 University of New Hampshire NH 4/10/2015

On March 16, 2015, the University of New Hampshire learned that the computer of a faculty member may have been accessed by an 
unauthorized non-UNH agent. That computer contained data files – since removed from the computer - for a limited number of student class 
records. Those records included social security numbers, which were formerly used as the student identifier at UNH. While we cannot 
determine conclusively that the files were viewed or copied, the university is providing you with this notification in accordance with New 
Hampshire law, RSA 359: C-20 “Notice of Security Breach.”
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/unh-20150410.pdf

Article Title: University of New Hampshire

Article URL:

ITRC20150413-10 Biggby Coffee MI 4/10/2015

Michigan-based Biggby Coffee announced that an intruder forced their way into its systems and accessed a database containing personal 
information.  How many victims? Undisclosed.   What type of personal information? Names, addresses, phone numbers, email addresses, 
and information regarding employment history.
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Publication: SC Magazine Author:Attribution 1

http://www.scmagazine.com/biggby-coffee-announces-website-intrusion-access-gained-to-database/article/408510/

Article Title: Biggby Coffee announces website intrusion, access gained to database

Article URL:

ITRC20150413-09 HSBC Finance Corporation NY 3/27/2015

At HSBC, we value your business and respect the privacy of your information, which is why we are writing to let you know about a data 
security incident that involves your personal information. We recently became aware of an incident where personal information about certain 
customer mortgage accounts was inadvertently made accessible via the Internet which we believe was towards the end of last year. The 
information available included your name, Social Security number, account number and some old account information, and may have 
included your phone number. (685 in New Hampshire)
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Publication: CA AG's office / Scmagazine.com Author:Attribution 1

https://oag.ca.gov/system/files/IdGrd_1%20-%2047%20State%20B_AG_0.pdf?

Article Title: HSBC Finance Corporation

Article URL:
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ITRC20150413-08 Homebridge (In-Home 

Supportive Services)

CA 3/13/2015

Homebridge, formerly the In-Home Supportive Services ("IHSS") Consortium, is writing to notify you of a data security incident that may 
have resulted in the compromise of the personal information of certain current and former Homebridge employees. Homebridge has 
discovered that cyber criminals deployed malicious software, or "malware," on a limited number of Homebridge computers, which may have 
allowed the criminals to obtain unauthorized access to certain human resource ("HR") records.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Homebridge%20Data%20Security%20EE%20Notification%20Letter%2013%20April%202

Article Title: Homebridge (In-Home Supportive Services)

Article URL:

ITRC20150413-07 Kellogg & Andelson Global 

Management

CA 4/10/2015

We regret to inform you that Kellogg & Andelson Global Management (K&A) recently was the victim of a criminal attach on its computer 
network.  We are sending you this letter because, unfortunately, some of the personal information you have shared with us may have been 
accessed during that criminal attach.  In late February, K&A noticed suspicious activity involving a handful of client accounts.  K&A 
immediately retained a private forensic investigator, who discovered on March 4, 2015 that K&A had suffered a criminal cyber-attack.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/K-A%20Notification%20Letter%20K-A%20Version_0.pdf?

Article Title: Kellogg & Andelson Global Management

Article URL:

ITRC20150413-06 Pediatric Associates FL 3/24/2015

Pediatric Associates FL Healthcare Provider 627 03/24/2015 Loss Paper/Films
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Pediatric Associates

Article URL:

ITRC20150413-05 VA Eastern Colorado Health 

Care System

CO 4/2/2015

VA Eastern Colorado Health Care System(ECHCS) CO Healthcare Provider 508 04/02/2015 Unauthorized Access/Disclosure Paper/Films

Government/Military

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 508

Records ReportedRecords Exposed?

Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: VA Eastern Colorado Health Care System

Article URL:

ITRC20150413-04 Cigna-Health Spring TN 4/2/2015

Cigna-HealthSpring TN Health Plan 862 04/02/2015 Unauthorized Access/Disclosure Paper/Films
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Cigna-Health Spring

Article URL:

ITRC20150413-03 PIH Health Hospital - Whittier CA 4/2/2015

PIH Health Hospital - Whittier CA Healthcare Provider 826 04/02/2015 Theft Paper/Films
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: PIH Health Hospital - Whittier

Article URL:

ITRC20150413-02 SUPERVALU Group Health 

Plan

IL 4/3/2015 Medical/Healthcare
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: SUPERVALU Group Health Plan

Article URL:

ITRC20150413-01 Covenant Ministries of 

Benevolance

IL 4/3/2015

Health Plan sponsored by Covenant Ministries of Benevolance IL Health Plan 782 04/03/2015 Hacking/IT Incident Network Server
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Health Plan sponsored by Covenant Ministries of Benevolance

Article URL:

ITRC20150409-01 White Lodging Services Corp. IN 4/9/2015

A data breach that affected a downtown Louisville hotel is being investigated by law enforcement officials, according to an announcement 
from White Lodging Services Corp.  According to the company, the suspected data breach affected point-of-sales systems at food and 
beverage outlets within the hotels. The Louisville Marriott Downtown at 280 W. Jefferson St. was among 10 hotels affected. White Lodging 
contracts with various hotel chains to manage the day-to-day operations of the hotels.
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Publication: Austin Business Journal Author: Michael TheisAttribution 1

http://www.bizjournals.com/louisville/blog/morning_call/2015/04/downtown-louisville-hotel-hit-by-data-breach.html

Article Title: Downtown Louisville hotel hit by data breach; credit card info at risk

Article URL:

ITRC20150408-06 District of Columbia Public 

Schools

DC 2/4/2015

D.C. Public Schools says they recently learned of a data breach that left sensitive student information and passwords exposed.  The breach 
allowed public access to an internal website that contained information pertaining to special education students. The site was launched in 
2010 and stores training materials and database login information.
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Publication: Author:Attribution 1

http://www.myfoxdc.com/story/28021428/dc-public-schools-say-data-break-left-student-information-passwords-expos

Article Title: DC Public Schools say data breach left student information, passwords exposed

Article URL:

ITRC20150408-05 University of California 

Riverside

CA 4/7/2015

UC Riverside officials are notifying 8,000 graduate students and graduate applicants that their personal identity information is at risk.  A 
desktop computer stolen during a break-in at the campus’ graduate division offices March 13 contained the Social Security numbers of the 
students and potential students. Officials said they had no evidence that the information has been used for identity theft and they have no 
leads on who stole the computer.
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Publication: The Press Enterprise Author: Mark MuckenfussAttribution 1

http://www.pe.com/articles/information-764066-computer-lovekin.html

Article Title: UC RIVERSIDE: Computer stolen; data breach affects 8,000
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ITRC20150408-04 Retail Capital, LLC MI 4/2/2015

We write to you with important information about a potential ·compromise of certain personal information that occurred on March 17, 2015. 
The incident involved unauthorized access by an unidentified third party to the electronic mailbox of one of our sales managers. The intruder 
was able illicitly to acquire the manager's password, thereby gaining access to the manager's electronic mailbox. Upon gaining access, the 
intruder locked our employee out of the mailbox. We identified the intrusion and re-established the security of the mailbox within 
approximately 40 minutes.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/retail-capital-20150401.pdf

Article Title: Retail Capital, LLC

Article URL:

ITRC20150408-03 Momentive Performance 

Materials Savings Plan 

OH 4/3/2015

On January 28, 2015, information about participants in the Momentive Performance Materials Savings Plan was inadvertently included in a 
file that was sent by Fidelity to another Fidelity client firm. The file was only accessible by one employee at the client firm through a 
password-protected Web application. When the employee realized that the data did not belong to her company's plan, she notified Fidelity. 
The file included for each participant: name, Social Security number, plan number, status, annual salary amount,
effective date and last update.
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Unknown

Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/momentive-performance-20150401.pdf

Article Title: Momentive Performance Materials Savings Plan (Fidelity Investments)

Article URL:

ITRC20150408-02 Franklin & Marshall College PA 4/2/2015

On March 19,2015, Franklin & Marshall was notified that Excel files containing some students' personal information had been posted to a 
public portion of Franklin & Marshall's network. We immediately began an investigation and removed the spreadsheets from public view. Our 
investigation determined that a Franklin & Marshall employee had accidently posted the files to the college's public network. The two files 
were publicly available from March 27, 2013, and June 13, 2013, respectively, and were both removed from public access on March 19, 
2015. The files contained students' full names and Social Security numbers
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/franklin-marshall-college-20150402.pdf

Article Title: Franklin & Marshall College

Article URL:

ITRC20150408-01 City of Philadelphia - Fire 

Department EMS Unit

PA 4/2/2015

City of Philadelphia Fire Department Emergency Medical Services Unit PA Healthcare Provider 81463 04/02/2015 Unauthorized 
Access/Disclosure Desktop Computer, Paper/Films

Government/Military

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 81,463
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: City of Philadelphia - Fire Department EMS Unit

Article URL:

ITRC20150407-06 Office of Elizabeth Kerner, 

M.D.

TX 4/3/2015

Elizabeth Kerner, M.D. TX Healthcare Provider 873 04/03/2015 Unauthorized Access/Disclosure Email
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Office of Elizabeth Kerner, M.D.

Article URL:
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ITRC20150407-05 Department of Business 

Oversight

CA 4/7/2015

The California Public Records Act (PRA) requires the Department of Business Oversight (DBO) to provide the public copies of the non-
confidential portions of our electronic licensing records upon request. To process these requests, DBO utilizes the records contained in the 
Financial Industry Regulatory Authority’s (FINRA) Central Registration Depository (CRD). Fields clearly designated as containing personal 
identifying information within the FINRA CRD are then redacted by DBO prior to its release. However, despite our efforts, DBO recently 
learned that, pursuant to one or more PRA requests, the personal identifying information of a number of registered investment advisers and 
broker-dealers was inadvertently disclosed to persons not authorized to receive such information.
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Electronic
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Yes - Unknown #
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Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/SDD%20Breach%20Notification%20Letter%20for%20DOJ_0.pdf?

Article Title: Department of Business Oversight

Article URL:

ITRC20150407-04 Law Enforcement - American 

Express

AL 4/7/2015

We are strongly committed to the security of our Cardmembers’ information and strive to let you know about security concerns as soon as 
possible. We were recently made aware that your American Express Card information was recovered during an investigation by law 
enforcement and/or American Express. At this time, we believe the recovered data included your American Express Card account number, 
your name and other Card information such as the expiration date and your Social Security number. Importantly our systems have not 
detected any unauthorized activity on your Card account related to this incident.
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Electronic
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Records ReportedRecords Exposed?

Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/CA%20AG%20Online%20Submission_%20C2015020316_Customer%20Letter_0.pdf?

Article Title: Law Enforcement - American Express

Article URL:

ITRC20150407-03 Auburn University AL 4/2/2015

On March 2, 2015, Auburn University became aware of the fact that personal information relating to certain current, former, and prospective 
students was inadvertently accessible on the internet since September 2014. Auburn University corrected this internal issue the day it was 
discovered and retained independent forensics experts to identify the full extent of data implicated by this situation.
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Electronic
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Publication: CA AG's office / Scmagazine.com Author:Attribution 1

https://oag.ca.gov/system/files/Auburn%20-%20notice%20sample_0.pdf?

Article Title: Auburn University

Article URL:

ITRC20150407-02 SRI, Inc. VA 4/2/2015

On March 13, 2015, SRI, Inc. ("SRI") learned of unauthorized access of our website software. We believe that unauthorized access may 
have been occurring since December 2014. An outside user may have been able to access files containing your persona l information. At 
this time, we have found no specific evidence that your particular information was actually viewed or downloaded. As soon as we were 
advised of the access, we began the process to remove personal information from our system in order to ensure personal information is no 
longer viewable.
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Publication: scmagazine.com Author: Adam GreenbergAttribution 1

http://www.scmagazine.com/data-at-risk-for-9000-individuals-following-unauthorized-access-to-sri-inc-website/article/

Article Title: ata at risk for 9,000 individuals following unauthorized access to SRI Inc. website

Article URL:

Publication: CA AG's office / NH AG's office Author:Attribution 2

https://oag.ca.gov/system/files/CA%20Template_0.pdf?

Article Title: SRI, Inc.

Article URL:
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ITRC20150407-01 Tulare County Health & 

Human Services

CA 4/6/2015

We are sending this letter to you as part of Tulare County Health & Human Services Agency's (HHSA) commitment to patient privacy. We 
take patient privacy very seriously, and it is important to us that you are made fully aware of a potential privacy breach. We have learned that 
your information (specifically your email address associated with a patient at Visalia/Farmersville Healthcare Center) may have been 
compromised.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Signed%20Notification%20Ltrs_Eng-Sp_4-1-15.pdf%20-%20Adobe%20Acrobat%20Pro_

Article Title: Tulare County Health & Human Services

Article URL:

ITRC20150403-02 7-11, Inc. Comprehensive 

Welfare Benefits Plan No. 525

TX 4/3/2015

7-Eleven, Inc. Comprehensive Welfare Benefits Plan No. 525 TX Health Plan 1688 03/25/2015 Hacking/IT Incident Network Server
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Electronic
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Yes - Published # 1,688

Records ReportedRecords Exposed?

Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: 7-11, Inc. Comprehensive Welfare Benefits Plan No. 525

Article URL:

ITRC20150401-03 Bradley University IL 4/1/2015

Bradley University is reporting  a data breach that exposed personal information of employees and their families. In a news release, the 
private Illinois school says an internal investigation conducted over the last several days discovered malware on two University computers 
containing personal information. Bradley says malware may have captured personal information, including social security numbers. The 
University has received reports from employees indicating fraudulent tax return filings.
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Electronic

Breach Type
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Publication: cinewsnow.com / datalossdb.org Author: WEEK ReporterAttribution 1

http://www.cinewsnow.com/news/local/FBI-IRS-and-Bradley-University-investigating-data-breach-leaving-thousands-v

Article Title: FBI, IRS and Bradley University investigating data breach leaving thousands vulnerable

Article URL:

Publication: KWQC.com Author:Attribution 2

http://kwqc.com/2015/03/31/security-breach-impacts-employees-at-bradley-university/

Article Title: Security breach impacts employees at Bradley University

Article URL:

ITRC20150401-02 McDermott Will & Emery IL 4/1/2015

McDermott Will & Emery LLP is the plan sponsor for the McDermott medical plan IL Health Plan 880 03/24/2015 Hacking/IT Incident 
Network Server
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: McDermott Will & Emery

Article URL:

ITRC20150401-01 Freelancers Insurance 

Company

NY 4/1/2015

Freelancers Insurance Company NY Health Plan 43068 03/24/2015 Hacking/IT Incident Network Server
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Yes - Published # 43,068
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Freelancers Insurance Company

Article URL:
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ITRC20150330-28 Department of Labor VT 3/20/2015

The Vermont Department of Labor has determined a now-former employee improperly obtained "personally identifiable information" 
including names and Social Security numbers from its unemployment insurance program database. A criminal investigation into possible 
identity theft is underway, officials said. At least 80 people are affected by the breach. Also at least seven businesses have been 
compromised, officials said.
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Yes - Published # 80
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Publication: Burlington Free Press / VT AG's office Author:Attribution 1

http://www.burlingtonfreepress.com/story/news/local/vermont/2015/03/20/labor-department-says-employee-stole-ssns/

Article Title: Records ID state worker accused in data breach

Article URL:

ITRC20150330-27 BetterBee.com NY 3/16/2015

WebSitePipeline (WSP) reports to us that at some point In the past, they had a hacker attack that successfully infiltrated one of their main 
computers and the hackers were able to obtain passwords for some of the companies using WSP. The hackers then were able to access 
the websites and upload malicious code. This code transmitted credit card data in duplicate. That code was uploaded on March 3, 2015.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/betterbee-websitepipeline-20150316.pdf

Article Title: BetterBee.com

Article URL:

ITRC20150330-26 Slack CA 3/30/2015

The group messaging provider Slack recently announced that a database storing user profile information, including user names, email 
addresses and hashed passwords, was breached during a four-day period in February 2015.
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Unknown

Publication: esecurityplanet.com Author: Jeff GoldmanAttribution 1

http://www.esecurityplanet.com/hackers/slack-hacked.html

Article Title: Slack Hacked

Article URL:

ITRC20150330-25 Colonial Car Wash NY 3/30/2015

Rotterdam police Sunday warned the public about several debit and credit card breaches that occurred at the Colonial Car Wash starting in 
early March.  Police were contacted by managers from M&T Bank, First Niagara and Price Chopper Federal Credit Union that there were 
several victims who had fraudulent activity on their accounts after using their cards at the 1530 Altamont Ave. business, police said.
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Unknown

Publication: databreaches.net / timesunion.com Author:Attribution 1

http://www.timesunion.com/news/article/Colonial-Car-Wash-credit-breaches-investigated-6166614.php

Article Title: Colonial Car Wash

Article URL:

ITRC20150330-24 ModSpace PA 1/26/2015

On September 19, 2014, we discovered that an employee who works in the company's Human Resources department emailed an 
unencrypted file containing personal information to an unauthorized third party. The personal information in the file included names, 
addresses, Social Security numbers, and insurance information.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251207.pdf

Article Title: ModSpace

Article URL:
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ITRC20150330-23 ValuTeachers, Inc. GA 2/9/2015

In particular, on February 02,2015, a ValuTeachers, Inc. employee sent an email that inadvertently included an attachment containing the 
names and social security numbers of insurance agents appointed with ValuTeachcrs. The email was sent to all of the insurance agents 
appointed with ValuTeachers at their ValuTeachers designated email address. The inadvertent disclosure was discovered immediately after 
the email was sent and ValuTeachers promptly disabled the ValuTcachers designated email accounts of the recipients of the email.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251206.pdf

Article Title: ValuTeachers, Inc.

Article URL:

ITRC20150330-22 Hartford Surgical Associates, 

PA

MD 2/19/2015

On 10. 15.14, multiple patient billing statements for different patients were folded together. On 10.16. 14, the folded together bills were 
accidentally mailed in a single envelope to the patient name on the top statement. Thus, some of our patients received bills for up to three 
patients other than themselves. The bills may have included patient name, address, phone number, account number with our practice, and 
billing information
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251205.pdf

Article Title: Hartford Surgical Associates, PA

Article URL:

ITRC20150330-21 Kohl's WI 2/5/2015

The company recently was notified by its third-party call center of an incident involving the compromise of some personal information of 
certain Kohl's customers. A call center employee appears to have been capturing certain customer information for unauthorized purposes. 
The personal information obtained by the call center employee may have included certain customers' names, postal addresses, email 
addresses, telephone numbers, partial Social Security numbers, and payment card information.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251180.pdf

Article Title: Kohl's

Article URL:

ITRC20150330-20 BAE Systems VA 2/19/2015

In December 2014, during the course of litigation with a former employee, BAE Systems learned that the plaintiff received Company 
documents from another former employee (the "Second Employee"). These documents were removed from the Company by the Second 
Employee without authorization. A few of the documents- forms filed with the U.S. Department of Justice, Bureau of Alcohol, Tobacco, 
Firearms and Explosives -- contained the names, dates of birth, and social security numbers of a few current and former employees. Upon 
learning of this incident, the Company took action through the court and obtained the return of the documents from the plaintiff.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251124.pdf

Article Title: BAE Systems

Article URL:

ITRC20150330-19 TD Bank NJ 2/18/2015

We recently learned that one of our employees may have improperly obtained and used confidential customer information to fraudulently 
withdraw funds from customer accounts. The personal information may have included name, address, Social Security number and account 
number. This is an isolated incident and is being addressed through an internal investigation by our corporate security team and we have 
engaged local law enforcement.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251123.pdf

Article Title: TD Bank

Article URL:

ITRC20150330-18 Cigna CT 2/13/2015

On December 27, 2014, Cigna discovered that on December 27,2014 a customer was able to v iew medical claims information regarding 
another customer on the MyCigna mobile application. The medical claims information displayed in error included the Customer's first and 
last name, Cigna customer ID, account mm1ber, and claim number, service elate and type, physician name, status of the claim, along with 
billed and paid amounts.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251122.pdf

Article Title: Cigna

Article URL:

ITRC20150330-17 OnDeck Capital, Inc. NY 2/4/2015

In accordance with the above-referenced provision of the Maryland law, I am contacting you on behalf of our client, OnDeck Capital, Inc., to 
inform you of a data security incident.  In November and December 2014, OnDeck employees lost two password-protected laptopns in 
public locations.  Despite immediate searches, the laptops were never recovered.  After conducting an investigation of the incident, OnDeck 
determined that the laptops contained personal information of three (3) Maryland residents, including names, Social Security numbers and 
bank account numbers.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250966.pdf

Article Title: OnDeck Capital, Inc.

Article URL:

ITRC20150330-16 Nationstar Mortgage / 

Corelogic Solutions Express

TX 3/8/2015

We are writing to inform you of an incident involving personal information security breach. On or about October 31, 2014, an incident 
occurred where Fedex lost a total of 34 loan modification documents in transit between our vendor CoreLogic Solutions Express in Sunrise, 
FL and Nationstar Mortgage in Lewisville, TX. The information comprised included: the loan number, borrower name, property address, 
UPB, mortgage recording information, and borrower signature.

Banking/Credit/Financial
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Electronic
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250963%20(1).pdf

Article Title: Nationstar Mortgage / Corelogic Solutions Express

Article URL:

ITRC20150330-15 Frederick County Public 

Schools

MD 2/12/2015

I represent the Frederick County Public Schools (FCPS), located at 191 South East Street, Frederick, Maryland 21701. I am sending this 
letter pursuant to Md. Code Ann. Comm. Law § 14-3504 because FCPS was recently notified of an incident in which the W-2 information of 
approximately 7,933 Maryland residents may have been accessed without authorization. The W-2 information resided on an FCPS 
employee portal on the FCPS website, and included names, addresses, Social Security numbers, and wage and tax information
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250962%20(1).pdf

Article Title: Frederick County Public Schools

Article URL:
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ITRC20150330-14 gategroup VA 2/20/2015

The security of its employees’ personal information is very important to gategroup. The investigation into this matter is ongoing, but it has 
been determined that certain current and former employees’ W-2 forms were subject to unauthorized access. These forms contain the 
name, address, Social Security number, and tax information of two (2) Maryland residents. It is believed the unauthorized access was 
disabled on the same day that it was discovered, and gategroup and its forensic experts are taking the necessary steps to confirm this fact.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250958.pdf

Article Title: gategroup

Article URL:

ITRC20150330-13 Gallagher Bassett CA 2/24/2015

On February 10, 2015, Gallagher Bassett learned that a member of our claims adjustment team was a victim of theft during the process of 
home relocation on February 8, 2015, which included the theft of her work desktop computer and a limited batch of paper files. Gallagher 
Bassett immediately started its investigation to determine what information may be at risk as a result of the theft. We discovered that the 
hard drive of the desktop computer and paper files may have contained some personal information, including name, address, social security 
number, and/or some claim information, of the affected residents that was reviewed by the claims adjuster while processing the affected 
residents’ claims.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250805.pdf

Article Title: Gallagher Bassett

Article URL:

ITRC20150330-12 Columbia Management MA 1/20/2015

An error occurred during an upgrade to the Columbia Management website. An incorrect setting within the software allowed a registered 
user to log in and view a report containing information of other plan participants. The error was discovered during testing and promptly 
corrected. Unfortunately, these clients' personal information may have been viewed by another Columbia Management registered user 
during this period of time.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-251210.pdf

Article Title: Columbia Management

Article URL:

ITRC20150330-11 Citizens Financial Group RI 1/16/2015

On December 4, 2014, it was reported that a number of Citizens customers from Rhode Island and Connecticut had been contacted by 
someone representing themselves as an agent of a company where Citizens annuities were held (5 various companies). The stated reason 
for the call was that the customer was holding a matured product and the caller would like to set up an appointment to discuss options.

Banking/Credit/Financial

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 1,813

Records ReportedRecords Exposed?

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250975%20(1).pdf

Article Title: Citizens Financial Group

Article URL:

ITRC20150330-10 Westmont College CA 1/26/2015

We represent Westmont College (“Westmont”) with respect to a recent security incident involving the potential exposure of certain 
personally identifiable information described in more detail below. On December 12, 2014, a college laptop was stolen from a professor’s car 
that was briefly parked at a gas station. It appears that a number of applications for certain summer programs may have been on the laptop 
and may have contained the name, Social Security number, and other limited personal information of a limited number of students.
Number of Maryland residents affected.
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Publication: MD AG's office / databreaches.net Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250973.pdf

Article Title: Westmont College

Article URL:

ITRC20150330-09 Chubb & Son NJ 1/30/2015

I am writing to you on behalf of my client, Chubb & Son, a division of Federal Insurance Company ("Chubb"), to advise you that on 
December 3, 2014, Chubb detected a suspicious file on an employee's computer. A comprehensive investigation conducted with the 
assistance of third-party computer forensics experts revealed the presence of unauthorized software on the computer which may have 
resulted in the acquisition of the personal information of a limited number of current and former employees.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250969.pdf

Article Title: Chubb & Son

Article URL:

ITRC20150330-08 Charlotte Russe / Innotrac CA 1/7/2015

Innotrac provides global e-commerce fulfillment for leading brands, including Charlotte Russe. It performs stringent background checks on 
all of its employees, and monitors their communications. Nonetheless, Innotrac recently discovered that in December 2014 a seasonal 
employee at a call center it operates on behalf of Charlotte Russe appeared to have impermissibly accessed and used customer
information she obtained while handling Charlotte Russe sales orders.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248527%20(1).pdf

Article Title: Charlotte Russe / Innotrac

Article URL:

ITRC20150330-07 Aetna CT 1/8/2015

On December 2, 2014, Aetna’s Investigative Services unit received notification from the IRS that a former Aetna employee had been 
arrested in Florida. The arrest took place in April 2014. The individual stopped working for Aetna in August 2013. The former employee’s 
personal cell phone was confiscated and pictures of screen shots from Aetna computer screens were found on it. The IRS has the cell 
phone and is conducting a criminal investigation of possible identity theft.
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http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248526%20(1).pdf

Article Title: Aetna

Article URL:

ITRC20150330-06 Direct Marketing Association 

(DMA)

NY 1/8/2015

This letter is to notify you that the Direct Marketing Association (“DMA”) has experienced a data security incident involving our online 
bookstore. Other sections of the DMA website were not affected by this incident. Because our records show that you made one or more 
credit or debit card purchases through our bookstore during the relevant time period, we are writing to inform you that there may have been 
unauthorized access to credit and debit card data for the card(s) used in your transaction(s).

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248525.pdf

Article Title: Direct Marketing Association (DMA)

Article URL:

Copyright 2015 Identity Theft Resource Center

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250973.pdf
http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-250969.pdf
http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248527%20(1).pdf
http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248526%20(1).pdf
http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248525.pdf


Identity Theft Resource Center
2015 Breach List: 

4/28/2015Report Date:How is this report produced?  What are the rules?  See last page of report for details. Page 19 of  57

270 102,372,157Breaches: Exposed:

ITRC20150330-05 Coulter Ventures, LLC 

(Rogue Fitness)

OH 1/6/2015

Pursuant to your state law, we are writing to inform you of a recent data incident involving Coulter Ventures, LLC d/b/a Rogue Fitness, 
headquartered in Columbus, Ohio. At this time it is believed that one resident of your state was potentially affected. We recently discovered 
a limited number of email attachments sent by customers to our company were publicly accessible on the Internet. From what we have 
determined, some of these attachments contained financial account information or social security information along with names, email 
addresses, or possibly mailing addresses.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248459.pdf

Article Title: Coulter Ventures, LLC (Rogue Fitness)

Article URL:

ITRC20150330-04 Nite Ize, Inc. CO 3/27/2015

Our consumer-facing website, www.niteize.com, is hosted and managed by a third-party website services provider. We recently learned from 
our service provider that our online store was subject to an attack in early March, and as a result, certain customer information may have 
been accessed by unauthorized parties. We immediately worked with our website provider to block the attack, repair the system, and 
investigate the incident and damage it caused. At this time, we cannot confirm that your data was stolen but are sending you this letter in an 
abundance of caution.
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Publication: CA AG's office / databreaches.net Author:Attribution 1

https://oag.ca.gov/system/files/Nite%20Ize%20Notification%20Letter%20Databse%20Only%20%28US%20incl%20PR%2

Article Title: Nite Ize, Inc.

Article URL:

ITRC20150330-03 Kane Hall Barry Neurology TX 3/19/2015

Kane Hall Barry Neurology TX Healthcare Provider 600 03/19/2015 Theft Laptop
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Kane Hall Barry Neurology

Article URL:

ITRC20150330-02 GA Department of 

Community Health (#2)

GA 3/2/2015

Georgia Department of Community Health  GA Health Plan 355127 03/02/2015 Hacking/IT Incident Network Server
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https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Department of Community Health (#2)
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ITRC20150330-01 GA Department of 

Community Health

GA 3/2/2015

Georgia Department of Community Health  GA Health Plan 557779 03/02/2015 Hacking/IT Incident Network Server
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ITRC20150329-04 Career Education Corporation IL 3/19/2015

Career Education Corporation IL Health Plan 2743 03/19/2015 Hacking/IT Incident Network
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Career Education Corporation

Article URL:

ITRC20150329-03 Mount Sinai Medical Center FL 3/20/2015

Mount Sinai Medical Center FL Healthcare Provider 1406 03/20/2015 Unauthorized Access/Disclosure Paper/Films
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Mount Sinai Medical Center

Article URL:

ITRC20150329-02 Life Care Center of Attleboro MA 3/20/2015

Life Care Center of Attleboro in Massachusetts posted two separate announcements on its website about a potential PHI data breach after 
the company that stores its patient records could not find certain documents.  Iron Mountain archives patient records for Life Care, and 
informed the company that after it had performed a limited audit on November 18, 2014, it could not find some boxes containing patient 
information. Specifically, if individuals were patients at the facility between 1992 and 2004, in 2006, or in 2011, their data was potentially 
compromised. Employees who worked at Life Care  between 1992 and 1999 could also be affected.patientrecordsimage

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Paper Data

Breach Type

Yes - Published # 2,473

Records ReportedRecords Exposed?

Publication: hhs.gov / healthitsecurity.com Author:Attribution 1

http://healthitsecurity.com/2015/04/01/phi-data-breach-announced-following-audit/

Article Title: PHI Data Breach Announced Following Audit

Article URL:

ITRC20150329-01 AT&T Group Health Plan TX 3/23/2015

AT&T Group Health Plan	  TX	  Health Plan  	50,00	0  3/23/2015	  Hacking/IT Incident	  Network Server
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: AT&T Group Health Plan

Article URL:

ITRC20150323-04 Twitch CA 3/23/2015

We are writing to let you know that there may have been unauthorized access to some Twitch user account information. For your protection, 
we have expired passwords and stream keys and have disconnected accounts from Twitter and YouTube. As a result, you will be prompted 
to create a new password the next time you attempt to log into your Twitch account.
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ITRC20150323-03 Hilton Hhonors Program TX 3/23/2015

The vulnerability allowed attackers to access any HHonors account simply by knowing or guessing the account number.
Bancsec security researchers Brandon Potter and JB Snyder recently discovered a security flaw in Hilton's website that allowed an attacker 
to access any Hilton HHonors account simply by knowing or guessing the account number, according to investigative reporter Brian Krebs.
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Publication: esecurityplanet.com Author: Jeff GoldmanAttribution 1

http://www.esecurityplanet.com/network-security/massive-security-flaw-found-in-hilton-hhonors-website.html

Article Title: Massive Security Flaw Found in Hilton HHonors Website

Article URL:

ITRC20150323-02 Aventura Hospital and 

Medical Center

FL 2/27/2015

Aventura Hospital and Medical Center FL Healthcare Provider 686 02/27/2015 Unauthorized Access/Disclosure Desktop Computer, 
Electronic Medical Record
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Article URL:

ITRC20150323-01 Virginia Department of 

Medical Assistance (VA-

VA 3/12/2015

Virginia Department of Medical Assistance Services (VA-DMAS)  	VA   	Health Plan   	697,586	   03/12/2015   	Hacking/IT  Incident 	Network 
Server  	No
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https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Virginia Department of Medical Assistance (VA-DMAS)

Article URL:

ITRC20150320-06 Tom Bradley International 

Terminal

CA 3/19/2015

Authorities say they’re investigating reports that debit and credit card information has been taken from a terminal at Los Angeles 
International Airport.
Airport officials said in a statement that 19 victims have been identified so far, and all of them work at LAX.
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Publication: losangeles.cbslocal.com Author:Attribution 1

http://losangeles.cbslocal.com/2015/03/19/19-airport-employees-idd-as-victims-of-possible-credit-card-breach-at-lax-te

Article Title: 19 Airport Employees ID’d As Victims Of Possible Credit Card Breach At LAX Terminal

Article URL:

ITRC20150320-05 Equifax GA 3/19/2015

A CBS 13 investigation has launched a state level probe into one of the three major credit reporting bureaus. Your personal and private 
information may be caught in the middle as we discovered what appears to be a data breach involving an agency responsible for keeping 
track of all your financial information.  By now we're all familiar with hackers breaking in to systems and stealing sensitive information from 
retailers - like they did with Target, Home Depot, Shaws and Michaels, but this incident involving Equifax is very different; it looks like they 
just gave the information away. A woman right here in Maine got hundreds of credit reports in the mail, all addressed to her, but belonging to 
other people all over the country.
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Publication: wgme.com / databreaches.net Author:Attribution 1

http://wgme.com/news/features/top-stories/stories/13-investigates-hundreds-credit-reports-mistakenly-sent-biddeford-

Article Title: 13 Investigates: Equifax mistakenly sends hundreds of credit reports to Biddeford woman
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Publication: NH AG's office Author:Attribution 2

http://doj.nh.gov/consumer/security-breaches/documents/equifax-20150402.pdf

Article Title: Equifax

Article URL:

ITRC20150320-04 Florida Hospital FL 3/20/2015

On May 2, 2014, we were notified that Florida Hospital facesheets (a summary cover sheet to a patient’s medical record) were discovered in 
the course of an investigation being conducted by law enforcement.  While working with law enforcement, we determined two Florida 
Hospital employees printed patient facesheets outside of their normal job duties, which may have contained patents’ names, addresses, 
Social Security numbers, phone numbers, emergency contact information, health insurance information and certain health information such 
as physician names and diagnoses.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/florida-hospital-discloses-another-insider-breach/

Article Title: Florida Hospital discloses another insider breach

Article URL:

ITRC20150320-03 Capital One VA 3/16/2015

We were recently notified by law enforcement that a former employee, while still employed at Capital One® , passed on your information to 
an unauthorized third party. This was followed by attempted charges on your account with us. As you know, on <AdhocVar1>, we shut down 
that card and sent you a new card with a new account number.
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Publication: VT AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Capital%20One%20SBN%20to%20Consumer.pdf

Article Title: Capital One

Article URL:

ITRC20150320-02 EyeCare of Bartlesville OK 3/13/2015

On February 20, 2015 the computer housing our patient database was compromised by an outside malware virus. To the best of our 
knowledge and the knowledge of our computer expert handling the situation, we do not believe any information was taken from the 
computer. The computer hard drive has been locked and is no longer accessible. Unfortunately, we cannot with 100% certainty guarantee 
that no information was taken. We felt it our duty to notify our patients of the potential security breach.
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Publication: hhs.gov / databreaches.net Author:Attribution 1

http://www.databreaches.net/ok-eyecare-of-bartlesville-notifies-patients-after-hard-drive-locked-by-malware/

Article Title: EyeCare of Bartlesville

Article URL:

ITRC20150320-01 Advance Rehabilitation & 

Consulting LTD

GA 3/2/2015

Advance Rehabilitation & Consulting LTD GA Healthcare Provider 570 03/02/2015 Hacking/IT Incident Network Server
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ITRC20150319-02 Shell Vacations Club-West FL 1/6/2015

On behalf of SVC-West, LLC ("SVC"), a part of Shell Vacations Club, I am writing to inform you about an incident where certain personal 
information of some of our owners, including you, may have been taken as a result of a break-in at a California office.  While we take 
reasonable steps to protect our records, in January 2015 an unknown individual(s) forcibly and illegally entered an office and stole items 
from a locked cabinet that included a binder containing records of transactions with SVC during 2005 to 2008. These records included 
personal information such as some owners' name, address, driver's license number, Social Security number and/or financial information 
(i.e., payment card numbers and/or financial account numbers).
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/SVC_West_NON-MA%20US%20CONSUMER%20LTR_SAMPLE_031715_0.pdf?

Article Title: Shell Vacations Club-West

Article URL:

ITRC20150319-01 Apple American Group 

(Applebee's)

OH 3/3/2015

We are contacting you regarding a data security incident that occurred on March 3, 2015, involving your W-2 information. On that date, an 
outside consultant (that is, someone who is not an employee of Apple American Group, but rather a third party vendor hired to help us 
improve our payroll systems) lost a portable USB flash drive. We have learned this flash drive contained your name, address, Social 
Security number, wage and tax information.
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Publication: CA AG's office / MD AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Non-Massachusetts%20consumer%20notification%20letter%20FINAL%20AAG_0.PDF?

Article Title: Apple American Group

Article URL:

ITRC20150318-11 Texas A&M TX 3/15/2015

The social security numbers for 4,697 faculty and graduate assistants who taught during the Fall 2014 semester at Texas A&M University 
were viewable from a department website. The social security numbers were inadvertently displayed along with the individual’s first and last 
name in the Fall 2014 Semester Teaching Analysis Report (STAR). Upon discovering the situation, the University immediately removed 
access to the website and sent letters to those that might have been impacted by this data breach.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/texas-am-data-breach-of-nearly-4700-faculty-graduate-assistants/

Article Title: Texas A&M Data Breach of Nearly 4,700 Faculty & Graduate Assistants

Article URL:

ITRC20150318-10 Sacred Heart Health System 

(Ascension Health)

FL 3/16/2015

The privacy and security of patient information is of utmost importance to Sacred Heart Health System, Inc. and we have implemented 
significant security measures to protect such information. Regrettably, despite Sacred Heart’s efforts to safeguard patient information, a 
hacking attack has affected Sacred Heart patients. On February 2, 2015, we were notified by one of our third-party billing vendors that one of 
its employee’s e-mail user name and password had been compromised as a result of an e-mail hacking attack. The hacking attack was 
detected by our billing vendor on December 3, 2014 and the employee’s user name and password were shut down the same day.
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Publication: databreaches.net / SHHS website Author:Attribution 1

http://www.databreaches.net/fl-sacred-heart-health-system-billing-information-hacked/

Article Title: Sacred Heart Health System billing information hacked

Article URL:

ITRC20150318-09 E.K. and Company (Mark 

Riley, Inc.)

CA 3/17/2015

Mark Riley, Inc. dba E. K. and Company (“E. K. and Company”) is an accounting and payroll processing company. On January 19, 2015, E. 
K. and Company’s office was broken into and a hard drive was stolen. This hard drive may have contained data files that include your name, 
Social Security number, address, telephone number, and financial account information. While this information could not be accessed without 
the tax preparation software, which was not on the hard drive, we wanted to make you aware of this event out of an abundance of caution.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/e-k-and-company-notifies-clients-of-stolen-hard-drive-with-financial-information/

Article Title: E. K. and Company notifies clients of stolen hard drive with financial information

Article URL:

ITRC20150318-08 EMC MA 3/18/2015

I received an interesting letter in the mail yesterday from EMC Corporation. It seems that at some point in the last two months of 2014 they 
managed to lose control of my basic personal information, including my date of birth and Social Security number -- giving the ability to 
whoever acquired the data to take a pretty good shot at identity theft.
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Unknown

Publication: databreaches.net / ZDNet / EMC letter Author:Attribution 1

http://www.zdnet.com/article/emc-data-security-fails-the-old-fashion-way/

Article Title: EMC

Article URL:

ITRC20150318-07 Alta Ski Area UT 3/3/2015

We are contacting you because we have reason to believe that your credit card information may have been accessed by unauthorized 
person(s) from a foreign Internet address.  Alta does not store credit card numbers of its customers. However, on February 16, 2015, 
unauthorized person(s) executed a sophisticated attack on the checkout portion of Alta's estore which allowed them to collect credit card 
information from Alta customers purchasing lifts tickets online
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Unknown

Publication: VT AG's office Author:Attribution 1

http://www.ago.vermont.gov/assets/files/Consumer/Security_Breach/Alta%20Ski%20Lifts%20SBN%20to%20Consumer

Article Title: Alta Ski Area

Article URL:

ITRC20150318-06 Amedisys CA 3/15/2015

Home health and hospice company Amedisys recently discovered that it had 142 missing encrypted devices during a risk management 
process. The organization said in a statement that it sent out notification letters to 6,909 individuals whose information was potentially 
compromised.
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Publication: healthitsecurity.net / MD AG's office Author: Elizabeth SnellAttribution 1

http://healthitsecurity.com/2015/03/16/missing-encrypted-devices-leads-to-7k-notification-letters/

Article Title: Missing Encrypted Devices Leads to 7K Notification Letters

Article URL:

ITRC20150318-05 Kaiser Foundation Health 

Plan of the Mid-Atlantic 

y 1/29/2015

Kaiser Foundation Health Plan of the Mid-Atlantic States, Inc. MD Health Plan 630 01/29/2015 Unauthorized Access/Disclosure Paper/Films
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MD 630
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Kaiser Foundation Health Plan of the Mid-Atlantic States

Article URL:

ITRC20150318-04 County of Haywood NC 2/9/2015

Haywood County NC NC Healthcare Provider 955 02/09/2015 Loss Paper/Films
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Yes - Published # 955
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: County of Haywood

Article URL:

Copyright 2015 Identity Theft Resource Center

http://www.databreaches.net/e-k-and-company-notifies-clients-of-stolen-hard-drive-with-financial-information/
http://www.zdnet.com/article/emc-data-security-fails-the-old-fashion-way/
http://www.ago.vermont.gov/assets/files/Consumer/Security_Breach/Alta%20Ski%20Lifts%20SBN%20to%20Consumer.pdf
http://healthitsecurity.com/2015/03/16/missing-encrypted-devices-leads-to-7k-notification-letters/
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf


Identity Theft Resource Center
2015 Breach List: 

4/28/2015Report Date:How is this report produced?  What are the rules?  See last page of report for details. Page 25 of  57

270 102,372,157Breaches: Exposed:

ITRC20150318-03 Children's National Medical 

Center

DC 2/24/2015

On December 26, 2014, Children’s National learned that certain employee email accounts had been potentially exposed in a way that may 
have allowed hackers to access information contained in those email accounts. This was a result of employees having received “phishing” 
emails and responding believing they were legitimate. This may have created an opportunity for unauthorized access to these individual 
email accounts from July 26, 2014 to December 26, 2014.
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Publication: hhs.gov / databreaches.net / healthitsec Author:Attribution 1

http://www.databreaches.net/childrens-national-health-system-notified-18000-patients-after-employees-fell-for-phishin

Article Title: Children’s National Health System notified 18,000 patients after employees fell for phishing scheme

Article URL:

ITRC20150318-02 Advantage Dental (Advantage 

Consolidated LLC)

OR 3/17/2015

 A company with more than 30 dental clinics serving low-income people in Oregon says it's been hacked, and the intruders got Social 
Security numbers and other personal information, but not treatment or financial data.  Advantage Dental, of Redmond, is notifying patients 
and paying for an identity-theft monitoring service, The Bulletin newspaper of Bend reported Tuesday (http://bit.ly/1GZ6LsW ). An intruder 
breached its internal membership database in late February and accessed information on more than 151,000 patients, said Jeff Dover, 
Advantage's compliance manager.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 151,626

Records ReportedRecords Exposed?

Publication: dailyastorian.com Author:Attribution 1

http://www.dailyastorian.com/dental-company-for-low-income-oregonians-reports-data-breach-da-ap-webfeeds-news-

Article Title: Dental company for low-income Oregonians reports data breach

Article URL:

ITRC20150318-01 Premera Blue Cross WA 3/17/2015

Premera Blue Cross, a major provider of health care services, disclosed today that an intrusion into its network may have resulted in the 
breach of financial and medical records of 11 million customers. Although Premera isn’t saying so just yet, there are indicators that this 
intrusion is once again the work of state-sponsored espionage groups based in China. In a statement posted on a Web site set up to share 
information about the breach — premeraupdate.com — the company said that it learned about the attack on January 29, 2015. Premera 
said its investigation revealed that the initial attack occurred on May 5, 2014. “This incident affected Premera Blue Cross, Premera Blue 
Cross Blue Shield of Alaska, and our affiliate brands Vivacity and Connexion Insurance Solutions, Inc,” the company said. Their statement 
continues:

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 11,000,000

Records ReportedRecords Exposed?

Publication: krebsonsecurity.com Author:Attribution 1

http://krebsonsecurity.com/2015/03/premera-blue-cross-breach-exposes-financial-medical-records/

Article Title: Premera Blue Cross Breach Exposes Financial, Medical Records

Article URL:

ITRC20150313-02 Providence ST. Joseph 

Medical Center / Providence 

WA 2/18/2015

We are writing to you about the disclosure of your medical billing information to one of our business partners. On February 18, 2015, 
Providence St. Joseph Medical Center discovered that a Providence staff member inadvertently sent your billing information to a company 
that handles billing for some of our physician medical groups that Providence contracts with in Southern California.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Providence%20Adult%20Notice_0.pdf?

Article Title: Providence Health & Services

Article URL:

ITRC20150313-01 Aurora Health Care WI 3/10/2015

Aurora Health Care recently discovered that we were the target of a criminal cyber attack that infected some workstations and servers with 
malware, or a type of computer virus. The malware had been installed on some of Aurora's workstations and servers and was designed to 
capture login information when users accessed certain websites, mostly financial in nature and some social media.
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Publication: VT AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Aurora%20Health%20Care%20SBN%20to%20Consume

Article Title: Aurora Health Care

Article URL:

ITRC20150312-02 Clinical Reference 

Laboratory, Inc.

KS 3/3/2015

Clinical Reference Laboratory, Inc.   	KS	   Healthcare Provider   4,668	   03/03/2015	   Loss	Paper/Films
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Yes - Published # 4,668
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Clinical Reference Laboratory, Inc.

Article URL:

ITRC20150312-01 Mosaic Medical OR 3/5/2015

Mosaic Medical	  OR  	Healthcare Provider  	2,207  03/05/2015  	Unauthorized Access/Disclosure	  Paper/Films
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Mosaic Medical

Article URL:

ITRC20150311-02 TD Bank, N.A. NJ 2/27/2015

TD Bank, N.A. is notifying your office of a privacy event impacting 2 New Hampshire residents.  Our investigation identified two of our 
customers who are residents of New Hampshire and may have been affected by this incident.
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Unknown

Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/td-bank-20150220.pdf

Article Title: TD Bank, N.A.

Article URL:

ITRC20150311-01 Kraft Music LTD WI 3/3/2015

I write on behalf of my client, Kraft Music LTD ("Kraft," operator of the kraftmusic.com website: the "Website") to inform you of a security 
incident involving personal information provided to Kraft that affected approximately 5 New Hampshire residents.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/kraft-music-20150303.pdf

Article Title: Kraft Music LTD

Article URL:

ITRC20150310-02 Blue Cross Blue Shield - 

Michigan

MI 3/10/2015

Eleven people have been charged with identity theft and credit card fraud after a Blue Cross Blue Shield of Michigan employee allegedly 
printed and shared screen shots of more than 5,000 subscriber profiles.
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Publication: datalossdb.org / detroitnews.com Author:Attribution 1

http://www.detroitnews.com/story/business/2015/03/10/charged-theft-blue-cross-subscriber-info/24711063/

Article Title: 11 charged in theft of Blue Cross subscriber info

Article URL:
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ITRC20150310-01 Bistro Burger (Epic Foods) CA 3/10/2015

California-based Bistro Burger is notifying customers of a payment card breach via notices on their web site and legal notices in the Los 
Angeles Times and the San Francisco Chronicle. Copies of the notices have been submitted to the California Attorney General’s web site.
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Unknown

Publication: databreaches.net / CA AG's office Author:Attribution 1

http://www.databreaches.net/ca-bistro-burger-discloses-payment-card-breach-at-mission-street-location/

Article Title: Bistro Burger discloses payment card breach at Mission Street location

Article URL:

ITRC20150309-08 Zoup / NEXTEP Systems MI 3/9/2015

NEXTEP Systems, a Troy, Mich.-based vendor of point-of-sale solutions for restaurants, corporate cafeterias, casinos, airports and other 
food service venues, was recently notified by law enforcement that some of its customer locations have been compromised in a potentially 
wide-ranging credit card breach, KrebsOnSecurity has learned. The acknowledgement came in response to reports by sources in the 
financial industry who spotted a pattern of fraud on credit cards all recently used at one of NEXTEP’S biggest customers: Zoup, a chain of 
some 75 soup eateries spread across the northern half of the United States and Canada.
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Publication: krebsonsecurity.com Author:Attribution 1

http://krebsonsecurity.com/2015/03/point-of-sale-vendor-nextep-probes-breach/

Article Title: Point-of-Sale Vendor NEXTEP Probes Breach

Article URL:

ITRC20150309-07 Indiana State Medical 

Association

IN 3/6/2015

On February 13, 2015, someone stole two archive backup hard drives containing the Indiana State Medical Association (“ISMA”) group 
health and life insurance databases. The theft occurred while an ISMA employee was transporting the hard drives to an offsite storage 
location as part of our disaster recovery plan. This was a random criminal act. We discovered the theft the same day it occurred and 
reported the incident and all pertinent details to the Indianapolis Metropolitan Police Department (IMPD) to assist in their investigation. 
(38,351 per hhs.gov)
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Publication: databreaches.net / hhs.gov Author:Attribution 1

http://www.databreaches.net/indiana-state-medical-association-discloses-theft-of-backup-drives-with-39090-members-

Article Title: Indiana State Medical Association discloses theft of backup drives with 39,090 members’ health insurance information

Article URL:

Publication: VT AG's office Author:Attribution 2

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/ISMA%20SBN%20to%20Consumer.pdf

Article Title: Indiana State Medical Association

Article URL:

ITRC20150309-06 A.C. Moore Arts & Crafts / 

Ascensus

PA 3/6/2015

Ascensus, the recordkeeper for A.C. Moore Arts & Crafts, Inc. 401(k), is writing to notify you that on February 9, 2015, Ascensus 
inadvertently sent a report containing your name, address, birth date, and social security number to another Ascensus client. Upon 
discovering this, Ascensus immediately informed the client that the client received confidential data in error
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Publication: VT AG's office / MD AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Ascensus%20Inc%20SBN%20to%20Consumer.pdf

Article Title: A.C. Moore Arts & Crafts / Ascensus

Article URL:

ITRC20150309-05 Valley Community Healthcare CA 3/9/2015

On February 24, 2015 we discovered that a laptop computer attached to the Electrocardiogram (EKG) machine in the General Medicine 
department was missing. After searching the premises, the incident was reported to the North Hollywood Police Department (Report # 
150224003504) that same day.
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Publication: CA AG's office / databreaches.net Author:Attribution 1

https://oag.ca.gov/system/files/Valley%20Community%20Breach%20Letter%2003-2015%20SRR%20Revised_0.pdf?

Article Title: Valley Community Healthcare

Article URL:

ITRC20150309-04 Office of Sharon J. Jones, 

M.D.

CA 3/5/2015

On the evening of January 8, 2015, our office was broken into and our 2014 credit card transaction register and approximately 350 patient 
charts were stolen. Upon discovery the following morning, the San PabloPolice Department was immediately notified and a formal police 
report was filed.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Paper Data

Breach Type

Yes - Published # 350

Records ReportedRecords Exposed?

Publication: phiprivacy.net Author:Attribution 1

http://www.phiprivacy.net/ca-physician-notifies-patients-after-burglars-steal-credit-card-transaction-records-and-patie

Article Title: Physician notifies patients after burglars steal credit card transaction records and patient charts

Article URL:

ITRC20150309-03 St. Mary's (Health) Medical 

Center (Ascension Health)

IN 3/8/2015

Around 4,400 people were recently sent letters by St. Mary’s Medical Center informing them of a cyber attack on several hospital employees’ 
email accounts that happened in January, according to Randy Capehart, St. Mary’s spokesperson. Hackers gained access to health 
information contained in the emails, according to Capehart. Patient information was compromised, including name, date of birth, gender, 
date of service, insurance information, health information and Social Security numbers in some cases. Capehart said St. Mary’s immediately 
shut down the email accounts. (3,952 per hhs.gov)
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Publication: phiprivacy.net / medical center website Author:Attribution 1

http://www.phiprivacy.net/in-st-marys-health-patient-information-compromised-in-email-hack/

Article Title: St. Mary’s Health: Patient information compromised in Email hack

Article URL:

ITRC20150309-02 San Francisco General 

Hospital

CA 3/6/2015

A former UCSF doctor who worked at San Francisco General Hospital from 2005 to 2013 wrongfully removed copies of patient records from 
the medical center, public health officials said Friday. UCSF reported the security breach to the San Francisco Department of Public Health 
on Feb. 13. The incident is under investigation and authorities don’t yet know how many patients were affected or when the files were taken. 
(2,500 per hhs.gov)
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Publication: phiprivacy.net / sfgate.come / hhs.gov Author: Erin AlldayAttribution 1

http://www.sfgate.com/health/article/SF-General-investigates-security-breach-involving-6119924.php

Article Title: SF General investigates security breach involving patient records

Article URL:

ITRC20150305-02 VA Corporate Data Center 

Operations / Austin 

TX 1/7/2015

VA Corporate Data Center Operations/Austin Information Technology Center  TX Healthcare Provider 7029 01/07/2015 Hacking/IT Incident 
Network Server

Government/Military

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 7,029

Records ReportedRecords Exposed?

Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: VA Corporate Data Center Operations / Austin Information Technology Center

Article URL:

ITRC20150305-01 Marketing Clique TX 2/20/2015

Marketing Clique	 TX 	Health Plan  	8700	   02/20/2015	   Unauthorized Access/Disclosure	   Other   	No
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Marketing Clique

Article URL:

ITRC20150304-03 Fuse Energy / Percheron LLC TX 2/23/2015

On January 15, 2015, an unknown individual broke into Percheron's facility and stole several items, including a computer hard drive that 
contained certain tax forms. Our client believes that these tax forms contained personally identifiable information, including the names, 
social security numbers, addresses, and telephone numbers of Fuse Energy's lessors. The hard drive was not password protected, and the 
data it contained was not encrypted. However, the lessors' information can only be accessed by opening and searching through the 
individual tax forms stored on the hard drive.
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Publication: NH AG's office / MD AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/percheron-20150223.pdf

Article Title: Percheron LLC

Article URL:

ITRC20150304-02 Mandarin Oriental Hotel 

Group

NY 3/4/2015

In response to questions from KrebsOnSecurity, upscale hotel chain Mandarin Oriental Hotel Group today confirmed that its hotels have 
been affected by a credit card breach.  Reached for comment about reports from financial industry sources about a pattern of fraudulent 
charges on customer cards that had all recently been used at Mandarin hotels, the company confirmed it is investigating a breach.
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Publication: krebsonsecurity.com Author:Attribution 1

http://krebsonsecurity.com/2015/03/credit-card-breach-at-mandarian-oriental/

Article Title: Credit Card Breach at Mandarin Oriental

Article URL:

ITRC20150304-01 Xtra Mile Ambulance Service 

Company

TX 3/3/2015

State investigators are working to find out how hundreds of medical documents ended up in a dumpster at a storage facility in McAllen. The 
medical files contain personal information including Social Security numbers, addresses and bank account numbers. A CHANNEL 5 NEWS 
viewer found the files piled up in a dumpster at a storage facility. Many of the files appeared to be records from the Xtra Mile Ambulance 
Service Company. The company is no longer in business.
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Publication: phiprivacy.net / KRGV.com Author:Attribution 1

http://www.krgv.com/news/local-news/State-Investigates-After-Medical-Files-Found-in-Dumpster/31596764

Article Title: State Investigates After Medical Files Found in Dumpster

Article URL:

ITRC20150303-08 Piedmont Advantage Credit 

Union

NC 3/2/2015

North Carolina-based Piedmont Advantage Credit Union is notifying an undisclosed number of individuals that one of its laptops containing 
personal information – including Social Security numbers – cannot be located.  UPDATE: According to a Piedmont Advantage Credit Union 
statement emailed to SCMagazine.com on Monday, “To alert its entire membership of 46,000, Piedmont Advantage mailed materials 
regarding the situation, the Kroll monitoring services and information on identify theft prevention.”
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Publication: Scmagazine.com Author:Attribution 1

http://www.scmagazine.com/north-carolina-credit-union-notification-says-laptop-containing-data-missing/article/4011

Article Title: North Carolina credit union notification says laptop containing data missing

Article URL:
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ITRC20150303-07 Socorro Independent School 

District

TX 2/27/2015

The Socorro Independent School District spent $8,000 this weekend, cleaning up a number of Eastlake High computers. A student 
downloaded malware, or a malicious program to the school's computer system. After spending the weekend checking 1,000 computers, they 
found out he had only infected 16. Reyna said he was attempting to copy log-ins and passwords, with the intent of identify theft. The student 
was arrested and charged with breach of computer systems.
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Unknown

Publication: databreaches.net / KVIA.com Author:Attribution 1

http://www.kvia.com/news/socorro-isd-spends-thousands-after-student-hacks-eastlake-high-computers/31439278

Article Title: Socorro ISD spends thousands after student downloads malicious program to Eastlake High computers

Article URL:

ITRC20150303-06 Benecard Services, Inc. NJ 2/28/2015

A class action lawsuit filed Feb. 26 claims prescription benefit company Benecard Services Inc., which has an office in Mechanicsburg, 
failed to notify former employees and customers of a recent data breach.  At this point, Benecard believes the breach only impacts 
employees via a breach involving payroll records, but as the forensic investigation is not complete, it’s not yet known whether any patients 
may have had their information breached.
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Publication: pennlive.com Author:Attribution 1

http://www.pennlive.com/midstate/index.ssf/2015/02/benecard_employees_say_fraudul.html

Article Title: Benecard employees say fraudulent tax returns filed through data breach

Article URL:

ITRC20150303-05 Pioneer Bank NY 3/2/2015

Pioneer Bank over the weekend alerted some of its customers that an employee’s laptop stolen Jan. 26 contained “secured personal 
information of certain customers, including names, social security numbers, street addresses, and account and debit card numbers.”
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Unknown

Publication: timesunion.com / databreaches.net Author:Attribution 1

http://blog.timesunion.com/business/stolen-pioneer-bank-laptop-contained-some-customers-data/64014/

Article Title: Stolen Pioneer bank laptop contained some customers’ data

Article URL:

ITRC20150303-04 Ziprick & Cramer LLP CA 2/27/2015

Unfortunately, on or around January 25, 2015, our firm was the victim of a single cyberattack, by a relatively new variant of a Cryptolocker-
type virus (which is a fairly sophisticated form of ransomware, which is apparently being used by criminals around the world). It infected one 
of our workstations (with the virus encrypting data on the workstation), and then traveled to the in-house server where data was also 
encrypted on shared folders (collectively, the “Computer”). Accordingly, we are sending this notification letter to all clients for whom we had 
any data on the Computer.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/LT%20Clients%20Sample%20w%20How%20To_1.pdf?

Article Title: Ziprick & Cramer LLP

Article URL:

ITRC20150303-03 Perspectives.org IL 1/12/2015

As you may know, the Perspectives National Office has been investigating a breach of online security, which led us to temporarily close 
down payment options on the Perspectives website over the last few weeks. I first want to acknowledge how frustrating this has been for 
everyone including students, coordinators and other team members, especially as it came right in the middle of spring registrations – one of 
our busiest times of the year.
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Publication: CA AG's office Author:Attribution 1

https://secure.perspectives.org/breach-faq - a1

Article Title: Perspectives.org

Article URL:
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ITRC20150303-02 Toys "R" Us NJ 1/29/2015

Unnamed attackers attempted to gain access to some Toys“R”Us reward program members' profiles in January, prompting the company to 
send email notifications and request users change their passwords.
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Publication: scmagazine.com / CA AG's office Author:Attribution 1

http://www.scmagazine.com/attacks-attempt-to-access-rewardsrus-accounts/article/401160/

Article Title: Attempts made to access Toys"R"Us reward program profiles

Article URL:

ITRC20150303-01 Blue Cross Blue Shield - 

Minnesota

MN 3/3/2015

A nurse with a history of narcotics theft illegally accessed a state database that contains prescription drug records for 1 million Minnesotans, 
all under the supervision of government entities that cost taxpayers hundreds of millions of dollars annually.
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Publication: minnesota.cbslocal.com / phiprivacy.net Author: Esme MurphyAttribution 1

http://minnesota.cbslocal.com/2015/03/02/blue-cross-blue-shield-nurse-accused-of-illegally-accessing-patient-records

Article Title: Blue Cross Blue Shield Nurse Accused Of Illegally Accessing Patient Records

Article URL:

ITRC20150302-12 Uber CA 3/2/2015

Uber announced last week (Feb. 27) that the data of roughly 50,000 drivers may have been impacted in a security breach, but the car-hailing 
service company failed to report the information to drivers for five months after learning of the incident.
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Publication: pymnts.com / CA AG's office Author:Attribution 1

http://www.pymnts.com/news/2015/ubers-driver-databreach-hidden-for-five-months/ - .VPT7ifnF_rw

Article Title: UBER’S DRIVER DATA BREACH HIDDEN FOR FIVE MONTHS

Article URL:

ITRC20150302-11 CP Franchising / Cruise 

Planners

FL 2/4/2015

CP Franchising is committed to providing excellent travel experiences, and we are committed to the privacy and security of our clients. As 
part of this commitment, we are providing you this notice regarding potential unauthorized access to your information. You may have 
previously received an email notification from us indicating that your information may have been compromised. We are now sending this 
notification with more detailed information for your consideration. (509 NH residents)
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Publication: CA AG's office / MD AG's office Author:Attribution 1

https://oag.ca.gov/system/files/CP%20Franchising%20-%20client%20notice_0.pdf?

Article Title: CP Franchising

Article URL:

ITRC20150302-10 Natural Grocers CO 3/2/2015

Sources in the financial industry tell KrebsOnSecurity they have traced a pattern of fraud on customer credit and debit cards suggesting that 
hackers have tapped into cash registers at Natural Grocers locations across the country. The grocery chain says it is investigating “a 
potential data security incident involving an unauthorized intrusion targeting limited customer payment card data.”
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Publication: esecurityplanet.com Author: Jeff GoldmanAttribution 1

Article Title: Natural Grocers Hacked

Article URL:

Publication: krebsonsecurity.com Author: Brian KrebsAttribution 2

http://krebsonsecurity.com/2015/03/natural-grocers-investigating-card-breach/

Article Title: Natural Grocers Investigating Card Breach

Article URL:

Copyright 2015 Identity Theft Resource Center

http://www.scmagazine.com/attacks-attempt-to-access-rewardsrus-accounts/article/401160/
http://minnesota.cbslocal.com/2015/03/02/blue-cross-blue-shield-nurse-accused-of-illegally-accessing-patient-records/
http://www.pymnts.com/news/2015/ubers-driver-databreach-hidden-for-five-months/#.VPT7ifnF_rw
https://oag.ca.gov/system/files/CP%20Franchising%20-%20client%20notice_0.pdf?
http://krebsonsecurity.com/2015/03/natural-grocers-investigating-card-breach/


Identity Theft Resource Center
2015 Breach List: 

4/28/2015Report Date:How is this report produced?  What are the rules?  See last page of report for details. Page 32 of  57

270 102,372,157Breaches: Exposed:

ITRC20150302-09 Suburban Lung Associates IL 2/26/2015

A massive breach of medical records containing confidential personal information has prompted both federal and state investigations. It all 
started when CBS 2 Investigator Dave Savini got a tip about what a dumpster diver found in the trash.
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Publication: chicago.cbslocal.com / phiprivacy.net Author: Dave SaviniAttribution 1

http://chicago.cbslocal.com/2015/02/25/2-investigators-medical-files-with-personal-info-found-in-dumpster/

Article Title: 2 Investigators: Medical Files With Personal Info Found In Dumpster

Article URL:

ITRC20150302-06 Medical College of Wisconsin WI 3/1/2015

The Medical College of Wisconsin is contacting hundreds of people after a patient privacy breach.  A spokesperson says a document 
containing private information on approximately 400 patients and a laptop with information on one patient were stolen. It happened when 
somebody broke into a doctor's car.The Medical College says no social security numbers or addresses were stolen and issued the following 
statement:
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Publication: phiprivacy.net / cbs58.com Author: Michele McCormackAttribution 1

http://www.cbs58.com/story/28224655/security-breach-at-medical-college-of-wisconsin

Article Title: Security breach at Medical College of Wisconsin

Article URL:

ITRC20150302-05 Home Respiratory Care CA 1/25/2015

Diana S. Guth DBA Home Respiratory Care CA Healthcare Provider 1285 01/28/2015 Unauthorized Access/Disclosure Email
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Home Respiratory Care

Article URL:

ITRC20150302-04 South Sunflower County 

Hospital

MS 2/4/2015

South Sunflower County Hospital MS Healthcare Provider 19000 02/04/2015 Improper Disposal Paper/Films
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: South Sunflower County Hospital

Article URL:

ITRC20150302-03 Pathway to Hope FL 2/12/2015

Pathway to Hope FL Healthcare Provider 600 02/12/2015 Unauthorized Access/Disclosure Email
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Pathway to Hope

Article URL:

ITRC20150302-02 Hunt Regional Medical 

Partners

TX 2/18/2015

Hunt Regional Medical Partners Family Practice at Westlake is notifying patients that a warehouse storing patient records was vandalized 
January 16-17, 2015.
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Publication: hhs.gov Author:Attribution 1

http://www.phiprivacy.net/tx-hunt-regional-medical-partners-family-practice-at-westlake-notifies-patients-that-records-

Article Title: Hunt Regional Medical Partners Family Practice at Westlake notifies patients that records were stolen from warehouse

Article URL:

ITRC20150302-01 Office of Raymond Mark 

Turner, MD

NV 2/26/2015

Raymond Mark Turner, M.D. NV Healthcare Provider 2153 02/26/2015 Theft Laptop
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Office of Raymond Mark Turner, MD

Article URL:

ITRC20150225-04 Urban Institute’s National 

Center for Charitable 

DC 2/24/2015

The Urban Institute’s National Center for Charitable Statistics (NCCS) recently discovered that an unauthorized party or parties gained 
access to the Form 990 Online and e-Postcard filing systems for nonprofit organizations. The intruder or intruders retrieved email addresses, 
usernames, passwords, first and last names, IP addresses, phone numbers, and addresses and names of nonprofits.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/national-center-for-charitable-statistics-discovers-unauthorized-access-to-form-990-and-

Article Title: National Center for Charitable Statistics Discovers Unauthorized Access to Form 990 and e-Postcard Filing Systems for Nonpr

Article URL:

ITRC20150225-03 Anthem, Inc. (non-

customers) - Blue Cross Blue 

IN 2/25/2015

On Tuesday, an Anthem, Inc spokesperson stated that anywhere from 8.8 million to 18.8 million non-customers could be impacted by the 
previously announced Anthem data breach, according to a Reuters report. Earlier this month, Anthem, Inc.announced that outside hackers 
breached a data base containing the personally identifiable information (PII) of approximately 80 million individuals. Just this week Anthem 
revised that number to 78.8 million compromised records.
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Publication: healthITsecurity.com / Reuters.com Author: Stephanie ReardonAttribution 1

http://healthitsecurity.com/2015/02/25/anthem-data-breach-may-impact-8-8-to-18-8-m-non-customers/ - more-'

Article Title: Anthem Data Breach May Impact 8.8 to 18.8M Non-Customers

Article URL:

ITRC20150225-02 Kaplan University IA 2/11/2015

On June 4, 2014, the UV A OIG/CID alerted Kaplan that it was the victim of theft involving a former Kaplan University employee and the 
personal information of some of its students. Kaplan immediately began to investigate after learning about this incident, and has devoted 
considerable time and effort to determine what information the hardcopy documents contained. We can confirm that those documents 
contained the resident's full name and Social Security number.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/kaplan-university-20150211.pdf

Article Title: Kaplan University

Article URL:

ITRC20150225-01 KSI Trading Corporation / 

TriNet

VA 2/20/2015

Please be advised that on or about February 9, 2015, in connection with the administration of TriNet's services to its customer KSI Trading 
Corporation, an email attaching documentation containing personal information ofKSI's worksite employees was inadvertently sent to an 
employee at one ofTriNet's customers. The personal information included the names and social security numbers of KSI's employees.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/ksi-trading-20150220.pdf

Article Title: KSI Trading Corporation / TriNet

Article URL:

ITRC20150224-04 Office of Jeb Bush FL 2/13/2015

Earlier this week, former Florida governor Jeb Bush released online a cache of emails sent and received by his personal email address 
during his time in office. His attempt at transparency turned sour after it was realized that some emails contained personally identifiable 
information of Floridians, including social security numbers, names, and dates of birth.
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Publication: fortune.com Author:Attribution 1

http://fortune.com/2015/02/13/jeb-bush-social-security-numbers/

Article Title: Jeb Bush exposed 13,000 social security numbers. Here's where they were hiding

Article URL:

ITRC20150224-03 Lime Crime CA 2/21/2015

The website for the vegan makeup company Lime Crime, whose wares are sold by Urban Outfitters and Nasty Gal, among others, admitted 
they'd been hacked earlier this week and that customer information has been compromised. But customers are up in arms over the way the 
site handled telling them that – or not telling them, as the case may be.
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Publication: databreaches.net / Jezebel / CA AG's of Author:Attribution 1

http://jezebel.com/lime-crimes-website-is-hacked-customer-information-sto-1686744501

Article Title: Lime Crime's Website Is Hacked, Customer Information Stolen

Article URL:

ITRC20150224-02 Bulk Reef Supply MN 2/21/2015

We want to express our sincere regret to the customers of Bulk Reef Supply whose personal information was stolen from our website 
server.  BulkReefSupply.com (“BRS”) learned of a data security incident caused by an outside hacker intrusion to its website.  While we are 
continuing to investigate this incident, we do know that some customer data for customers who logged into the website from July 30, 2014 
until January 30, 2015 may have been compromised.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/bulk-reef-supply-web-site-compromised-between-july-2014-january-2015/

Article Title: Bulk Reef Supply web site compromised between July 2014 – January 2015

Article URL:

ITRC20150224-01 AAAA TV CO 2/24/2015

Investigative reporter Heidi Hemmat was at the store located on South Holly Street Monday morning after receiving a tip that said the owner 
of the store was throwing away customers’ personal information in a dumpster behind the store.  Hemmat discovered hundreds of paper 
receipts and documents containing customers’ personal information, bank accounts and credit card numbers. The owner of the store, 
Muhammed Murib, confronted Hemmat after she jumped in the dumpster and looked through the documents.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/watch-dumpster-confrontation-fox31-investigator-finds-customers-personal-info/

Article Title: Dumpster confrontation; FOX31 investigator finds customers’ personal info

Article URL:

ITRC20150223-03 Planned Parenthood 

Southwest Ohio

OH 2/5/2015

Planned Parenthood Southwest Ohio OH Healthcare Provider 5000 02/05/2015 Improper Disposal Paper/Films
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Planned Parenthood Southwest Ohio

Article URL:

ITRC20150223-02 Office of Arturo Tomas IL 2/9/2015

Tomas, Arturo IL Business Associate 680 02/09/2015 Loss Paper/Films
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Office of Arturo Tomas

Article URL:

ITRC20150223-01 Lone Star Circle of Care TX 2/20/2015

A data breach at Lone Star Circle of Care has compromised the personal information of 8,700 people, including 6,300 patients, officials said 
Friday. The breach was discovered Jan. 9 after a backup file containing mostly names, addresses, phone numbers, and in some cases, birth 
dates, was improperly placed on Lone Star’s website by the company that designed, maintained and secured the website. The data had 
been posted for nearly six months before Lone Star realized what had happened, officials said.
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Publication: phiprivacy.net / statesman.com Author:Attribution 1

http://www.statesman.com/news/news/data-breach-at-lone-star-circle-of-care-affects-87/nkFyY/

Article Title: Data breach at Lone Star Circle of Care affects 8,700

Article URL:

ITRC20150220-01 Office of Cathrine Steinborn 

DDS

CA 2/18/2015

Dr. Cathrine Steinborn, DDS, is providing notice of a recent office theft which may affect the security of patient and responsible party 
personal and protected health information.  On January 5, 2015, Dr. Steinborn’s office was burglarized and a server containing patient and 
responsible party information was stolen. The burglary was immediately reported to Santa Clara Police Department.
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Publication: CA AG's office / website Author:Attribution 1

Office of Cathrine Steinborn DDS

Article Title: https://oag.ca.gov/system/files/Press%20release%20and%20website%20notice_0.pdf?

Article URL:

ITRC20150219-02 trueEX NY 2/17/2015

Recently, it was discovered that a single employee’s email inbox had been improperly accessed by an unauthorized third party. Our records 
indicate that your name, social security number and 2013 compensation may have been compromised as part of this incident
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Publication: VT AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/trueEX%20SBN%20to%20Consumer.pdf

Article Title: trueEX

Article URL:

ITRC20150219-01 University of Maine ME 2/18/2015

A data breach discovered last week has exposed the personal information of more than 900 current and former University of Maine students, 
the university announced Wednesday.
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Publication: databreaches.net / Scmagazine.com Author:Attribution 1

http://www.databreaches.net/umaine-probing-data-breach-affecting-more-than-900/

Article Title: UMaine probing data breach affecting more than 900

Article URL:
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ITRC20150217-15 Partners HealthCare System, 

Inc.

MA 2/12/2015

On November 25, 2014, our client, Partners HealthCare System, Inc. and its affiliated institutions and hospitals ("Partners HealthCare"), 
learned that some Partners HealthCare workforce members may have provided their user credentials and answers to security challenge 
questions in response to phishing emails they received, thinking the emails were legitimate.
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Unknown

Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/partners-healthcare-system-20150212.pdf

Article Title: Partners HealthCare System, Inc.

Article URL:

ITRC20150217-14 Otsuka America, Inc. CA 1/29/2015

This letter is to inform you of a privacy incident affecting residents of your state. We have been hired by Otsuka America, Inc. to notify and 
provide identity theft protection to persons whose personal information was stored on a server backup tape that was included in a stolen 
package. The theft occurred while the package - which did not contain any indication of what was inside - was in transit from their San 
Francisco office to their offsite storage facility in Portland, Oregon.
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Unknown

Publication: NH AG's office / MD AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/otsuka-america-20150129.pdf

Article Title: Otsuka America, Inc.

Article URL:

ITRC20150217-13 Operon Resource 

Management

MA 1/21/2015

The breach of security occurred on January 4, 2015 when the vehicle of an Operon Resource Management staff member was stolen from 
her residence. Locked inside the vehicle was a briefcase that contained personal employee records in paper form. These records included 
employment applications, contact information, skill and training assessments, resumes, W-4 forms containing social security numbers, and 
voided checks with bank account information (for direct deposit set up purposes).
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Unknown

Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/operon-20150121.pdf

Article Title: Operon Resource Management

Article URL:

ITRC20150217-12 Harvard Pilgrim Health Care MA 1/21/2015

On December 1 0, 2014, a Harvard Pilgrim laptop was stolen from the Massachusetts home of a Harvard Pilgrim employee between the 
hours of 1 Oam and 1 pm. When the employee returned home and discovered the theft, she called the police and filed a police report. On 
the same day,the employee notified her supervisor at Harvard Pilgrim who in tum notified Harvard Pilgrim's Office of Information Security.

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/harvard-pilgrim-health-care-20150121.pdf

Article Title: Harvard Pilgrim Health Care

Article URL:

ITRC20150217-11 Ameriprise Financial 

Services, Inc.

MN 2/6/2015

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had a data breach incident involving the theft of 
information for one (1) Ameriprise client who is a resident of New Hampshire. Specifically, an advisor office was recently broken into and the 
file cabinets forced open. The file cabinets contained the advisor's client files. Client files contain copies of financial documents, which can 
include client name, date of birth, medical information, driver's license, Social Security and account numbers.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/ameriprise-financial-services-20150206.pdf

Article Title: Ameriprise Financial Services, Inc.

Article URL:
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ITRC20150217-10 Intuit /TurboTax CA 2/5/2015

We’ve identified what appears to be unauthorized access to your TurboTax account on or around January 29, 2015. As a result, criminals 
may have obtained information contained on your prior year tax returns. This letter details steps we’ve taken to help protect you and 
suggestions on how to protect yourself in the future. Please feel free to call us if you have questions. We are here to help.
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Unknown

Publication: VT AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Intuit%20SBN%20to%20Consumer.pdf

Article Title: TurboTax (Intuit)

Article URL:

ITRC20150217-09 Philadelphia Common Pleas 

Court

PA 2/16/2015

Documents with personal information, such as social security numbers and signatures, were found strewn all over the Grays Ferry section of 
Philadelphia on Tuesday.
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Unknown

Publication: databreaches.net / ABC news Author:Attribution 1

http://www.databreaches.net/pa-hundreds-of-court-documents-found-scattered-in-philadelphia/

Article Title: Hundreds of court documents found scattered in Philadelphia

Article URL:

ITRC20150217-08 BigFishGames.com WA 2/11/2015

I am writing to inform you of an incident we self-discovered on January 12, 2015, involving the theft of payment information from our online 
stores.  An unknown criminal installed malware on the billing and payment pages of our websites that appears to have intercepted customer 
payment information.  Your information may have been affected if you entered new payment details on our websites (rather than using a 
previously saved profile) for purchases between December 24, 2014 and January 8, 2015.  Your name, address, and payment card 
information, including the card number, expiration date, and CVV2 code, may have been among the information accessed.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/BFG%20-%20MULTI-STATE%20NOTIFICATION%20LETTER_Proof_1.pdf?

Article Title: Big Fish

Article URL:

ITRC20150217-07 State of Franklin Healthcare 

Associates

TN 2/13/2015

Tennessee-based State of Franklin Healthcare Associates (SoFHA) has notified all employees that their personal information was accessed 
during a security breach at the company's third party payroll vendor, and some if has already been used to file fraudulent tax returns.
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Publication: Scmagazine.com / beckershospitalrevie Author: Adam GreenbergAttribution 1

http://www.scmagazine.com/tennessee-healthcare-group-notifies-employees-of-payroll-breach/article/398240/

Article Title: Tennessee healthcare group notifies employees of payroll breach

Article URL:

ITRC20150217-06 Kaiser Permanente Hawaii HI 2/14/2015

On Wednesday, January 7, 2015, a box of documents being transported to storage on Oahu via contracted courier from Kaiser 
Permanente’s Kona Medical Office, spilled from the courier’s moving vehicle. Swift action by Kaiser Permanente employees allowed the 
retrieval of many of the documents, but unfortunately, not all were recovered.
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Publication: phiprivacy.net / Kaiser website Author:Attribution 1

http://www.phiprivacy.net/kaiser-permanente-notifies-hawaii-members-of-pharmacy-records-breach/

Article Title: Kaiser Permanente Hawaii

Article URL:
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ITRC20150217-05 Office of Ronald D. Garrett-

Roe, MD

TX 2/17/2015

 Ronald D. Garrett-Roe, MD TX Healthcare Provider 1600 02/28/2014 - 10/31/2014 Hacking/IT Incident Desktop Computer (2015 post date)
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Office of Ronald D. Garrett-Roe, MD

Article URL:

ITRC20150217-04 North Dallas Urogynecology 

PLLC

TX 2/17/2015

North Dallas Urogynecology, PLLC. TX Healthcare Provider 678 12/04/2014 - 12/04/2014 Theft Laptop (2015 post date)

Medical/Healthcare

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Published # 678

Records ReportedRecords Exposed?

Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: North Dallas Urogynecology PLLC

Article URL:

ITRC20150217-03 National Pain Institute FL 2/17/2015

National Pain Institute FL Healthcare Provider 500 07/13/2013 - 08/13/2013 Improper Disposal Desktop Computer, Laptop (2015 post date)
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: National Pain Institute

Article URL:

ITRC20150217-02 mdINR LLC FL 2/17/2015

mdINR LLC FL Healthcare Provider 1859 11/03/2014 - 11/03/2014 Unauthorized Access/Disclosure Email (2015 post date)
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: mdINR LLC

Article URL:

ITRC20150217-01 Office of David E. Hansen, 

DDS PS

WA 2/17/2015

David E. Hansen DDS PS  WA Healthcare Provider 2000 05/10/2014 - 05/10/2014 Theft Other Portable Electronic Device, Paper/Films 
(2015 post date)
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf;jsessionid=624FA3CBAA47E8308187183DD69EACE5.worker1

Article Title: Office of David E. Hansen, DDS PS

Article URL:

ITRC20150213-06 Blue Sky Casino / French 

Lick Resort

IN 2/6/2015

The purpose of this letter is to inform you about a payment card incident that was identified by French Lick Resort.  On January 19, 2015 we 
learned that a hacker installed malware (a software credit card scraping device) on some of our card payment devices, which compromised 
the security of the credit card systems that we use for purchases at our Resort by guests, visitors, and our associates.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Copyright 2015 Identity Theft Resource Center

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf;jsessionid=624FA3CBAA47E8308187183DD69EACE5.worker1


Identity Theft Resource Center
2015 Breach List: 

4/28/2015Report Date:How is this report produced?  What are the rules?  See last page of report for details. Page 39 of  57

270 102,372,157Breaches: Exposed:

Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/french-lick-resort-20150131.pdf

Article Title: Blue Sky Casino / French Lick Resort

Article URL:

ITRC20150213-05 Visteon Corporation / Fidelity 

Investments

MI 1/16/2015

Pursuant to RSA 359-C:20 and on behalf of Visteon Corporation, we are writing to notify you of an unauthorized disclosure of personal 
information. Fidelity is the record keeper and administrative services provider for the Visteon Supplemental Executive Retirement Plan 
(SERP).  On December 1, 2014, information about twenty-eight participants in the Visteon SERP was inadvertently included in a report that 
was sent by Fidelity to another Fidelity client firm.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/fidelity-20150116.pdf

Article Title: Visteon Corporation / Fidelity Investments

Article URL:

ITRC20150213-04 Dartmouth-Hitchcock 

Medical Center

NH 1/28/2015

I write to notify you of a data privacy incident at Dartmouth-Hitchcock ("D-H") that has affected the security of personal information of one 
New Hampshire resident. D-H's investigation is ongoing and this notification will be supplemented with any new significant facts or findings 
subsequent to this submission. On November 23, 2014, D-H discovered that, as a result of a phishing incident, one D-H employee user 
account had unauthorized activity in the Employee Self Service Direct Deposit Payroll system. D-H immediately commenced an investigation 
of the incident to examine the extent of the unauthorized activity.
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/dartmouth-hitchcock-20150210.pdf

Article Title: Dartmouth-Hitchcock Medical Center

Article URL:

ITRC20150213-03 Citibank, N.A. NY 1/23/2015

On behalf of Citibank, N .A. ("Citi"), I am writing to inform your that it was recently discovered that the addresses listed for a small number of 
accounts contained the
accountholders' social security numbers in one of the address lines. We determined that no other personal information was exposed, and we 
are unaware of any harm caused by this exposure.
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Publication: NH AG's office / MD AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/citi-20150120.pdf

Article Title: Citibank, N.A.

Article URL:

ITRC20150213-02 Citibank, N.A. NY 1/27/2015

On behalf of Citibank, N.A. ("Citi"), I am writing to inform you about an event that took place on December 4, 2014 in which limited personal 
information maintained by Citi relating to one New Hampshire resident was improperly accessed by a Citibank employee. As a result of our 
investigation, this person is no longer working at Citibank. (Sioux Falls, SD)
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/citibank-20150127.pdf

Article Title: Citibank, N.A.

Article URL:
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ITRC20150213-01 Power Plant Services (Alin 

Machining Company)

IL 1/13/2015

On December 10, 2014, Alin Machining Company Inc. (d/b/a Power Plant Services) learned that an independent contractor may have 
misused personal employee information for a very small group of Power Plant Services personnel between November 7, 2014 and 
December 4, 2014. The types of information that were the subject of this incident include: • Name • Address • Social Security Number • Bank 
Account Number
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Publication: NH AG's office Author:Attribution 1

http://doj.nh.gov/consumer/security-breaches/documents/alin-machining-company-inc-dba-power-plant-services-2015

Article Title: Power Plant Services (Alin Machining Company)

Article URL:

ITRC20150210-04 Utah State University UT 2/7/2015

A Utah State University staff member accidentally sent an email message Thursday, Feb. 5, containing 347 individual names and social 
security numbers to a group of USU student Veterans. The email included social security numbers and names, but no other personal 
information. The email went to 1,033 people.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/email-gaffe-exposes-347-utah-state-university-students-social-security-numbers/

Article Title: Email gaffe exposes 347 Utah State University students’ Social Security numbers

Article URL:

ITRC20150210-03 Mesa del Sol Golf Club AZ 2/7/2015

Yuma County sheriff’s deputies are investigating the fraudulent use of credit card numbers stolen from the Mesa del Sol Golf Club 
clubhouse in January. 
Sheriff’s spokesman Alfonso Zavala said Thursday there are at least 41 known unauthorized transactions stemming from the breach, though 
he didn’t know the number of cards they were charged to.
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Publication: yumasun.com Author: Blake HerzogAttribution 1

http://www.yumasun.com/news/credit-card-data-stolen-from-golf-facility/article_936ff6b0-af51-11e4-aca0-2fbd5e8f35f0.

Article Title: Credit card data stolen from golf facility

Article URL:

ITRC20150210-02 Shorter University GA 2/8/2015

The September 2014 theft of student files from Shorter University could be the source of problems for two Rome women who say they are 
the victims of fraudulent tax returns.
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Publication: northwestgeorgianews.com / databreach Author: Jeremy StewartAttribution 1

http://www.northwestgeorgianews.com/rome/news/local/shorter-students-claim-to-be-victims-of-identity-theft/article_f

Article Title: Shorter students claim to be victims of identity theft

Article URL:

ITRC20150210-01 Jefferson National Parks 

Association

MO 2/9/2015

Jefferson National Parks Association announced on Friday that malware was identified on point-of-sale (POS) devices at two gift shops at 
the Gateway Arch in St. Louis, and payment card information may have been compromised for anyone who used their payment cards at 
those terminals.
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Publication: scmagazine.com Author: Adam GreenbergAttribution 1

http://www.scmagazine.com/pos-malware-threatens-payment-cards-used-at-gateway-arch-shops/article/397201/

Article Title: POS malware threatens payment cards used at Gateway Arch shops

Article URL:
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ITRC20150209-03 White Lodging / Marriott IN 2/9/2015

Several financial institutions recently uncovered fraud on credit and debit cards that were all recently used at Marriott hotels run by franchise 
operator White Lodging Services, according to investigative reporter Brian Krebs.
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Publication: esecurityplanet.com Author:Attribution 1

http://www.esecurityplanet.com/network-security/marriott-hotels-hit-by-credit-card-breach.html

Article Title: Marriott Hotels Hit by Credit Card Breach

Article URL:

ITRC20150209-02 Phoenix House NY 2/5/2015

On December 22, 2014, Phoenix House learned that, on December 19. 2014, a consultant hired to perform payroll activities for us appears 
to have made unauthorized changes in our electronic payroll systems hosted by third parties. Upon learning this, we immediately removed 
the consultant's access to the systems at issue and conducted an investigation to determine what infonnation may have been changed.
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Publication: scmagazine.com Author: Adam GreenbergAttribution 1

http://www.scmagazine.com/phoenix-house-notifies-current-and-former-employees-of-potential-data-incident/article/3

Article Title: Phoenix House notifies current and former employees of potential data incident

Article URL:

Publication: CA AG's office Author:Attribution 2

https://oag.ca.gov/system/files/PHOENIX%20HOUSE_%20INDIVIDUAL%20NOTIFICATION%20VERSION%201_WPP-RE

Article Title: Phoenix House

Article URL:

ITRC20150209-01 Rainier Surgical Inc. TX 2/9/2015

Rainier Surgical, Incorporated TX Healthcare Provider 4920 11/18/2014 - 11/18/2014 Theft Paper/Films

Medical/Healthcare
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Rainier Surgical Inc.

Article URL:

ITRC20150205-02 Boston Baskin Cancer 

Foundation

MA 2/3/2015

Patients got a letter in the mail, saying a robber broke into a clinic employee’s home back in December and stole a hard drive with patient 
information on it. The hard drive had things like Social Security numbers, names, addresses, and birth dates.
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Publication: phiprivacy.net /wreg.com / hhs.gov Author:Attribution 1

http://www.phiprivacy.net/tn-boston-baskin-cancer-foundation-patients-and-employees-notified-of-stolen-hard-drive/

Article Title: Boston Baskin Cancer Foundation patients and employees notified of stolen hard drive

Article URL:

ITRC20150205-01 Anthem, Inc. - Customers IN 2/4/2015

 Health insurer Anthem Inc. has suffered a massive data breach after hackers gained access to a corporate database reportedly containing 
personal information on as many as 80 million of the health insurer's current and former U.S. customers and employees. "Anthem was the 
target of a very sophisticated external cyber attack," says Joseph R. Swedish, president and CEO of Indianapolis, Ind.-based Anthem Inc., 
on a dedicated Anthem Facts website that includes a FAQ relating to the breach. "These attackers gained unauthorized access to Anthem's 
IT system and have obtained personal information from our current and former members, such as their names, birthdays, medical IDs/social 
security numbers, street addresses, e-mail addresses and employment information, including income data," he said.
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Publication: healthinfosecurity.com / CA AG's office / Author: Mathew J. SchwartzAttribution 1

http://www.healthcareinfosecurity.com/anthem-health-hit-by-massive-data-breach-a-7876?rf=2015-02-05-eh&utm_sour

Article Title: Anthem Hit by Massive Data Breach

Article URL:
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Publication: KrebsonSecurity Author:Attribution 2

http://krebsonsecurity.com/2015/02/data-breach-at-health-insurer-anthem-could-impact-millions/

Article Title: Data Breach at Health Insurer Anthem Could Impact Millions

Article URL:

ITRC20150202-06 Book2Park.com VA 2/2/2015

Last week, a new batch of credit card numbers [dubbed “Denarius“] went up for sale on Rescator[dot]cm, the cybercrime bazaar that earned 
infamy by selling tens of millions of cards stolen from Target and Home Depot. Multiple banks contacted by this author acquired a handful of 
cards from this new batch, and each of those financial institutions found the same pattern: All of the cards they bought had been issued to 
customers who recently made airport parking reservations at Book2Park.com.
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Unknown

Publication: KrebsonSecurity.com Author: Brian KrebsAttribution 1

http://krebsonsecurity.com/2015/02/target-hackers-hit-third-parking-service/

Article Title: Target Hackers Hit Third Parking Service

Article URL:

ITRC20150202-05 Liberty Tax Service CA 2/2/2015

 A “large number” of documents were stolen Sunday from a business specializing in tax returns, potentially putting customers’ identities and 
finances at risk, according to the Sheriff’s Department. About 11:56 a.m. a burglar or burglars disabled the alarm at Liberty Tax Service, 
27214 Base Line, and forced their way in, the Sheriff’s Department said in a statement. “The suspect(s) stole a large number of tax files and 
computer towers from inside the business,” the statement said.  Clients’ names, addresses, Social Security numbers and other identifying 
information were listed on the stolen documents and hard drives.
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Unknown

Publication: databreaches.net / Inland Valley Daily B Author: Greg CappisAttribution 1

http://www.sbsun.com/general-news/20150201/fraud-risk-for-clients-of-highland-tax-business-after-documents-stolen

Article Title: Fraud risk for clients of Highland tax business after documents stolen

Article URL:

ITRC20150202-04 Greers Professional 

Fabricare Services

VT 1/26/2015

I am writing to you because of a recent security incident at Greers Professional Fabricare. Our server was breached and some credit card 
number were stolen, it appears that the card numbers and customer names were breached but no social security numbers or addresses 
were acquired. A forensic analysis has found and corrected the problem and we have added another layer of protection in order to prevent 
this from ever happening again.  If you used a credit card at any one of our locations between April 1st 2014 and January 16th 2015 you 
might be affected.
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Unknown

Publication: VT AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Greers%20SBN%20to%20Consumer.pdf

Article Title: Greers Professional Fabricare Services

Article URL:

ITRC20150202-03 CICS Employment Services, 

Inc. - FBI notification

OR 1/9/2015

We were recently notified by the Federal Bureau of Investigation (the FBI) that personal information we processed regarding an application 
you made for employment may have been accessed without authorization. This information included your name, address, date of birth and 
Social Security number. We do not know how or when the alleged unauthorized access may have occurred. The FBI’s forensic examinations 
of relevant portions of our computer network, database and third party storage provider revealed no evidence of any compromise.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Notice_N095_v01_0.PDF?

Article Title: CICS Employment Services, Inc. - FBI notification

Article URL:
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ITRC20150202-02 Umass Memorial Medical 

Group

MA 1/31/2015

The UMass Memorial Medical Group is working with law-enforcement personnel after it learned a former employee allegedly accessed 
private patient billing information that contained credit card and debit card numbers, Social Security numbers, and birth dates, according to 
hospital personnel.
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Publication: phiprivacy.net / sentinelandenterprise.co Author:Attribution 1

http://www.sentinelandenterprise.com/breakingnews/ci_27431329/umass-memorial-data-breach-leaves-14-000-at

Article Title: UMass Memorial data breach leaves 14,000 at risk

Article URL:

ITRC20150202-01 Senior Health Partners / 

Premier Home Health

NY 2/2/2015

Senior Health Partners (SHP), a Healthfirst company, is today notifying approximately 2,700 of its members that a laptop and smartphone 
belonging to an assessment nurse employed by Premier Home Health (“Premier”), a business associate, were stolen from the nurse’s 
apartment. On November 26, 2014, a laptop bag containing a laptop and smartphone was stolen from an assessment nurse who worked for 
Premier. The laptop was password-protected and encrypted; however, the encryption key was stolen with the laptop bag. The smartphone 
was neither password-protected nor encrypted. Premier notified SHP of the theft on December 10, 2014. SHP
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Publication: phiprivacy.net / SHP / hhs.gov Author:Attribution 1

http://www.phiprivacy.net/senior-health-partners-provides-notice-of-data-security-incident/

Article Title: Senior Health Partners Provides Notice of Data Security Incident

Article URL:

ITRC20150130-01 Riverside County Regional 

Medical Center (RCRMC) #2

CA 1/30/2015

An unencrypted laptop computer reported missing from Riverside County Regional Medical Center (RCRMC) in December might have 
contained the personal information of patients who received ophthalmology and dermatology services at the hospital between Jan. 26, 2012 
and last Nov. 26.
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Publication: phiprivacy.net / abc7.com Author:Attribution 1

http://abc7.com/news/missing-hospital-laptop-contained-data-of-7900-patients/496800/

Article Title: Missing Riverside hospital laptop may have contained data of 7,900 patients

Article URL:

ITRC20150127-04 University of Chicago - 

Biological Sciences Division

IL 1/24/2015

In a statement to DataBreaches.net, @MarxistAttorney reported that they got payroll information, employee IDs and a “substantial amount of 
information they didn’t publicize.” A copy of the url vulnerable to SQLi exploit was included in their statement.
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Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/u-chicago-hacked-by-teamcarbonic-claim/

Article Title: U. Chicago hacked by Carbonic – claim (Updated)

Article URL:

Publication: blog.credit.com Author:Attribution 2

http://blog.credit.com/2015/03/university-of-chicago-data-breach-exposes-social-security-numbers-110919/

Article Title: University of Chicago Data Breach Exposes Social Security Numbers

Article URL:

ITRC20150127-03 Harel Chiropractic WI 1/26/2015

Harel Chiropractic Clinic notified 3,000 patients Monday that some patient personal information may have been breached on Nov. 4, 2014, 
by an employee and a contract chiropractor. Clinic officials discovered the breach on Nov. 20.
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Publication: phiprivacy.net Author:Attribution 1

http://www.phiprivacy.net/wi-harel-chiropractic-clinic-notifies-3000-patients-of-breach/

Article Title: Harel Chiropractic Clinic notifies 3,000 patients of breach

Article URL:
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ITRC20150127-02 Lubbock Housing Authority TX 1/20/2015

Representatives of the Lubbock Housing Authority are asking anyone who filled out a Section 8 application to call their office, as personal 
information may have been breached. Mike Chapman, executive director, said because the program is so popular — and officials want the 
selection process to be fair — employees compile all the applicants into one spreadsheet and then do a random sort to place them in order 
on the waiting list. He compared the system to a lottery. He said the file  mistakenly put on the website contained the applicants’ whole 
Social Security numbers and estimated income, along with their names and addresses.
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Publication: datalossdb.org / lubbockonline.com / dat Author: Matt DotrayAttribution 1

http://lubbockonline.com/local-news/2015-01-21/lha-mistakenly-posts-personal-information-now-offering-credit-monit

Article Title: LHA mistakenly posts personal information, now offering credit monitoring

Article URL:

ITRC20150127-01 California State University - 

Dominguez Hills

CA 1/20/2015

SUMMARY - 747 student email addresses and clear text passwords dumped on the internet
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Unknown

Publication: datalossdb.org Author:Attribution 1

http://datalossdb.org/incidents/14886-747-student-email-addresses-and-clear-text-passwords-dumped-on-the-internet

Article Title: California State University - Dominguez Hills

Article URL:

ITRC20150126-01 California Pacific Medical 

Center

CA 1/25/2015

California Pacific Medical Center (CPMC) recently notified 844 patients of its discovery that a pharmacist employee may have accessed their 
records without a business or treatment purpose. CPMC first learned of the incident through a proactive audit of its electronic medical record 
system on October 10, 2014. The initial audit resulted in identification and notification of 14 individuals on October 21, 2014. Following its 
policy, CPMC terminated its relationship with the employee and broadened the investigation
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Publication: phiprivacy.net / CA AG's office Author:Attribution 1

http://www.phiprivacy.net/california-pacific-medical-center-discovers-employee-was-improperly-accessing-patient-rec

Article Title: California Pacific Medical Center discovers employee was improperly accessing patient records for one year

Article URL:

ITRC20150123-14 Mount Pleasant Independent 

School District

TX 1/21/2015

Personal information of approximately 915 present and former staff members of Mount Pleasant ISD may have been compromised between 
Jan. 18 and Jan. 21.
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Publication: dailytribune.net / databreaches.net Author: Gary BordersAttribution 1

http://www.dailytribune.net/news/data-breach-hits-mpisd-employees/article_051ec5d0-a1d2-11e4-b1c7-afde4a6d4ed1.h

Article Title: Data breach hits MPISD employees

Article URL:

ITRC20150123-13 St. Peter's Health Partners NY 1/23/2015

St. Peter's Health Partners is warning of a possible data breach in its email system, following the theft of a manager's cellphone. Emails on 
the cellphone may have included patient information related to appointment schedules at St. Peter's Health Partner's Medical Associates, a 
large doctors' practice.
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Publication: scmagazine.com / healthitsecurity.com Author: Adam GreenbergAttribution 1

http://www.scmagazine.com/albany-health-system-notifies-more-than-5000-patients-of-data-breach/article/394364/

Article Title: Albany health system notifies more than 5,000 patients of data breach

Article URL:

Copyright 2015 Identity Theft Resource Center

http://lubbockonline.com/local-news/2015-01-21/lha-mistakenly-posts-personal-information-now-offering-credit-monitoring
http://datalossdb.org/incidents/14886-747-student-email-addresses-and-clear-text-passwords-dumped-on-the-internet
http://www.phiprivacy.net/california-pacific-medical-center-discovers-employee-was-improperly-accessing-patient-records-for-one-year/
http://www.dailytribune.net/news/data-breach-hits-mpisd-employees/article_051ec5d0-a1d2-11e4-b1c7-afde4a6d4ed1.html
http://www.scmagazine.com/albany-health-system-notifies-more-than-5000-patients-of-data-breach/article/394364/


Identity Theft Resource Center
2015 Breach List: 

4/28/2015Report Date:How is this report produced?  What are the rules?  See last page of report for details. Page 45 of  57

270 102,372,157Breaches: Exposed:

Publication: timesunion.com / phiprivacy.net / Author: Claire HughesAttribution 2

http://www.timesunion.com/news/article/St-Peter-s-Health-Partners-warns-of-possible-6035391.php

Article Title: St. Peter's Health Partners warns of possible data breach

Article URL:

ITRC20150123-12 Xand Corporation NY 1/23/2015

BA List at HHS.gov: Xand Corporation NY Business Associate 3334 02/02/2014 - 03/19/2014 Other Network Server
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Xand Corporation

Article URL:

ITRC20150123-11 TMA Practice Management 

Group

TX 1/23/2015

BA List at HHS.gov:  TMA Practice Management Group TX Business Associate 2260 01/09/2014 - 03/14/2014 Improper Disposal, Loss 
Other Portable Electronic Device
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Publication: hhs.gov Author:Attribution 1

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

Article Title: Texas Medical Association (TMA) Practice Management Group

Article URL:

ITRC20150123-10 Citibank, N.A. NY 1/23/2015

Maryland AG update:  We are writing to inform you that your account number for the above account was Included In Information sent by an 
employee to the employee's e-mail address. That employee's association with us has since terminated. The Information In the e-mail related 
to your account also included your name and certain balance information.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247040.pdf

Article Title: Citibank, N.A.

Article URL:

ITRC20150123-09 Conference USA, Inc. (Blue 

Zebra)

TX 1/23/2015

Maryland AG update: Conference USA, Inc. (the "Conference"), through its membership in the COC Men's Basketball LLC, a Delaware 
limited liability company (the "COC MB"), recently became aware of a security incident involving unauthorized access to the personal 
information of its men's college basketball officials on the website of one of the COC MB's contractors, Blue Zebra Spmis ("Blue Zebra"). A 
number of officials who had valid access to the Blue Zebra system used credentials that did not belong to them to access restricted pages 
containing the personal information of other officials, including such officials' names, addresses, birthdates and social security numbers, 
among other information.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248644.pdf

Article Title: Conference USA, Inc. (Blue Zebra)

Article URL:

ITRC20150123-08 Cultivian Ventures, LLC IN 1/23/2015

Maryland AG update: On October 17, 2014, I became aware that one of my email accounts was compromised. I took action the same day to 
secure the account, and started working with our counsel to investigate the situation. The compromised email account has been used in the 
transmission and storage of documents on behalf of Cultivian Ventures, LLC ("Cultivian") clients. The information contained in the 
documents stored on the compromised email account may include names, addresses, dates of birth, Social Security numbers, driver's 
license and passport numbers, and financial positions and account numbers (transactional account numbers are generally truncated to the 
ending digits, though some investment and special purpose accounts may not be truncated).
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248649.pdf

Article Title: Cultivian Ventures, LLC

Article URL:

ITRC20150123-07 Fairway Independent 

Mortgage Corporation

WI 1/23/2015

Maryland AG update: Our client Fairway Independent Mortgage Corporation ("Fairway") was the target of a cyber email attack. The emails 
that were accessed may have included personal information, such as name, social security number and/or financial information, of Maryland 
residents.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248648.pdf

Article Title: Fairway Independent Mortgage Corporation

Article URL:

ITRC20150123-06 Camp Bow Wow Franchising, 

Inc.

CO 1/23/2015

Maryland AG update: After noticing a log-in issue with CBW's computers and conducting a prompt forensic investigation, CBW discovered 
on September 19, 2014 that its computer systems were compromised on September 7, 2014. Based on CBW's findings to date, CBW has 
leamed that an account with administrative-level access was compromised by an unknown third-party and used to reset all account 
passwords, which prevented authorized access for a limited period.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247196.pdf

Article Title: Camp Bow Wow Franchising, Inc.

Article URL:

ITRC20150123-05 Aarow Equipment & Services 

(Aarow Contracting, Inc.)

MD 1/23/2015

Maryland AG update:  On Oct 31, 2014, a company laptop was stolen from a vehicle. That laptop contained employees personal information 
such as: Name, Social Security Numbers, Birth Dates, Addresses, Driver's License Numbers.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-246650.pdf

Article Title: Aarow Equipment & Services (Aarow Contracting, Inc.)

Article URL:

Publication: Author:Attribution 2

Article Title:

Article URL:

ITRC20150123-04 Corday Productions, Inc. 

(Sony)

CA 1/23/2015

Maryland AG update:  We are writing to you because an entity (Sony Pictures Entertainment) that maintains personal infonnalion on behalf 
of Corday Productions, Inc. ("Corday") was recently the subject of a cyber attack during the last week of November. We understaod that the 
entity has not found evidence that the cyber attack has resulted in a sectrrity breach of the personal information pertaining to Corday's 
employees, independent contractors or employees of contractors providing services to Corday.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248473%20(2).pdf

Article Title: Corday Productions, Inc. (Sony)

Article URL:
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ITRC20150123-03 Dutch Bros. Coffee OR 1/23/2015

Maryland AG update:  On Saturday, December 6th, 2014, we received information that raised suspicion of an unauthorized breach of our 
website that was exposing the payment information for some customers of DutchWear. In order to best protect our customers, we 
immediately took down our e-commerce site shop.dutchbros.com and conducted an extensive investigation of our computer systems.
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Electronic
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Yes - Unknown #
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248477.pdf

Article Title: Dutch Bros. Coffee

Article URL:

ITRC20150123-02 API Group, Inc. MN 1/23/2015

Maryland AG update:  On Monday morning, November 17, 2014, APi Group's home office sent an email to the employee benefits contact(s) 
at each of the APi Group companies asking them to follow-up with their employees who had not yet completed open enrollment for 2015. A 
couple of the email recipients then forwarded the email to employees at their company without deleting an attachment to the original email 
that contained the following personal information regarding APi Group companies' benefit eligible employees that is used for benefit 
enrollment purposes: first and last name, social security number, date of birth, tobacco user reporting, and medical and short-term disability 
plan enrollment status
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ITRC Breach ID Company or Agency State Published Date Breach Category
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Yes - Unknown #
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247668.pdf

Article Title: API Group, Inc.

Article URL:

ITRC20150123-01 M&T Bank NY 1/23/2015

Maryland AG update: It has recently come to our attention that due to an unfortunate matter involving the break-in of an employee vehicle, 
certain documents were stolen that may have included your personal information, such as your name, address, telephone number, social 
security number, and account numbers.

Banking/Credit/Financial
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Yes - Unknown #
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-246655.pdf

Article Title: M&T Bank

Article URL:

ITRC20150122-28 Wyndham Vacation Resorts FL 1/22/2015

Maryland AG update: Ten Wyndham timeshare owners from other states reported to Wyndham that there were unauthorized charges on 
their credit card account. Wyndham immediately commenced an investigation. Upon further investigation, Wyndham believes that between 
August 15, 2014, and September 22, 2014, a Wyndham employee, who previously assisted customers with the contract processing of their 
time share purchase, was possibly responsible for inappropriately using credit card information without authorization.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247195.pdf

Article Title: Wyndham Vacation Resorts

Article URL:

ITRC20150122-27 DLS Direct Learning Systems PA 1/22/2015

Maryland AG update: On October 19, 2013 , an unauthorized party accessed our computer system and installed data that provided the 
attacker with continuing access to the system. We are not aware of any actions taken by the attacker utilizing that access until July 13, 
2014, when the unauthorized third party attacker accessed our system to upload a phishing website that collected personal information of 
customers of a third party bank.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247185.pdf

Article Title: DLS Direct Learning Systems

Article URL:

ITRC20150122-26 Modern Gun School PA 1/22/2015

Maryland AG update: On October 19, 2013, an unauthorized party accessed our computer system and installed data that provided the 
attacker with continuing access to the system. We are not aware of any actions taken by the attacker utilizing that access until July 13, 
2014, when the unauthorized third party attacker accessed our system to upload a phishing website that collected personal information of 
customers of a third party bank.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type
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Records ReportedRecords Exposed?

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247182.pdf

Article Title: Modern Gun School

Article URL:

ITRC20150122-25 c3controls PA 1/22/2015

Maryland AG update: On October 9, 2014, c3controls identified a potential breach of the security of our website. At this time, the information 
available to us is limited and our investigation of the situation is ongoing. However, based upon the information available to us at this time, it 
appears that information submitted by customers in placing orders by credit card through our website may have been compromised. We are 
contacting you because you placed a credit card order with the account number ending in #XXXX during the time period when we believe the 
breach occurred.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247018.pdf

Article Title: c3controls

Article URL:

ITRC20150122-24 Primerica GA 1/22/2015

Maryland AG update: Primerica has determined that a breach of personal information as defined in Md. Code Am1. §§ 14-3504 et seq. has 
occurred, and therefore, notification will be sent to parties who may be affected by the breach. On or about October 12, 2014, a laptop 
belonging to an independent contractor or representative of Primerica was stolen. The laptop was password protected, but it may have 
contained unencrypted imaged copies of life insurance docurnents containing personal information of four (4) Maryland residents.
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247124.pdf

Article Title: Primerica

Article URL:

ITRC20150122-23 Pulte Mortgage LLC CO 1/22/2015

Maryland AG update: On September 20, 2014, Pulte Mortgage became aware that a laptop belonging to one of our employees was stolen. 
While the laptop was encrypted, the password to the laptop may have accompanied the laptop and may have been available to the thief. 
The information contained on the laptop may have included names, addresses, phone or email, Social Security Numbers, or financial 
account numbers.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248684.pdf

Article Title: Pulte Mortgage LLC

Article URL:
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ITRC20150122-22 Waynesburg University PA 1/22/2015

Maryland AG update: I write to notify you of an incident at Waynesburg University (the "University") that resulted in the possible release of 
personal information of five ( 5) Maryland residents. On June 20, 2014, the University discovered that information for 284 students was 
saved to files on a drive that was capable of being accessed through the internet. The files in question contained names, addresses, 
telephone numbers, and in some instances, social security numbers of University students. Within hours of discovering the existence of the 
files, the University removed the files from the drive and disabled the internet link.

Educational
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-241980.pdf

Article Title: Waynesburg University

Article URL:

ITRC20150122-21 McKenna Long & Aldridge DC 1/22/2015

Maryland AG update: McKenna Long & Aldridge (“MLA”) recently learned of suspicious computer activity on servers belonging to one of our 
vendors, which stored information about MLA’s current and former employees. The vendor notified MLA of this suspicious activity on 
February 14, 2014 and MLA immediately began investigating this incident. As a result of that investigation and further information provided 
by the vendor, it appears that some information related to current and former employees was accessed on November 28, 2013, December 
11, 2013, and December 12, 2013 and that such access was obtained through the malicious and unauthorized access to the user 
identification and password of an account administrator.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-237723.pdf

Article Title: McKenna Long & Aldridge

Article URL:

ITRC20150122-20 Blue Zebra Sports TN 1/22/2015

Maryland AG update: We are writing to notify you of unauthorized access to personal information involving 9 Maryland residents. The reason 
that we are providing this notice to you is that pproximately 1,218 total users were potentially impacted by this unauthorized access. We 
became aware of unauthorized access to officiating.com on October 9, 2014. After conducting an audit of our systems to determine the 
scope of the incident, we notified all our users on October 22, 2014. It appears from our audit that this unauthorized access occurred using 
administrative credentials illegally obtained by the users and only happened sporadically over the past three years.

Business
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248645.pdf

Article Title: Blue Zebra Sports

Article URL:

ITRC20150122-19 Worldwide Insurance 

Company (Experian)

AZ 1/22/2015

Maryland AG update: This letter is to inform you that your personal information may have been accessed without proper authorization. This 
unauthorized access took place on 10/9/2014, Experian one of the nationwide credit reporting agencies, identified that its client, Worldwide 
Insurance Specialists, had certain Experian consumer information accessed without proper authorization. The consumer information 
consists of information typically found in a consumer report, Such information includes your name and address and one or more of the 
following: Social Security number, date of birth, or account numbers.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247122.pdf

Article Title: Worldwide Insurance Company (Experian)

Article URL:
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ITRC20150122-18 Sinclair Institute / Townsend 

Enterprises

NC 1/22/2015

Maryland AG update: Our client initially learned of a potential breach on August 28, 2014 from its third party hosting company, on whose 
servers the breach occurred. The breach involved the modification of computer files without authorization (due to weak administrator 
credentials), which in turn allowed credit card information to be illegally captured. The compromised information includes: name and address 
of the consumer, user name and password for our website at www.sinclairinstitute.com, email address, birth date, phone number and 
payment card information (including card numbers, expiration dates and security codes).
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247023.pdf

Article Title: Sinclair Institute / Townsend Enterprises

Article URL:

ITRC20150122-17 Metropolitan Life Insurance 

Company

NY 1/22/2015

Maryland AG update: We write to inform you about an (incident or processing error) involving your personal information. Specifically, on 
insert Month, Day, Year [Briefly describe how incident occurred.]. We believe that the records contained sensitive personal information (e.g., 
your name, address, Social Security number, medical information).
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/Itu-245146.pdf

Article Title: Metropolitan Life Insurance Company

Article URL:

ITRC20150122-16 Booking.com CT 1/22/2015

Maryland AG update: I am writing to inform you that Booking.com learned on or about September 2, 2014 that an external party accessed 
and used customers' personal information includ ing name,bill ing address, and credit card details. The suspicious activity appears to have 
taken place between approximately June 6, 2014 and September 15, 2014. T
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Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-245325%20(2).pdf

Article Title: Booking.com

Article URL:

ITRC20150122-15 TREMEC MI 1/22/2015

We are bringing this to your attention as recently a TREMEC employee's vehicle was broken into resulting in the loss of a company issued 
computer as well as other personal belongings. We believe there may have been sensitive information contained on the hard drive.

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-245266.pdf

Article Title: TREMEC

Article URL:

ITRC20150122-14 Nationstar Mortgage TX 1/22/2015

Maryland AG update: We are writing to inform you of an incident involving personal information security breach. On August 5, 2014, a 
Nationstar Mortgage LLC employee inadvertently forwarded an e-mail to an outside company which contained borrowers' first and last 
names, addresses, and mortgage loan
numbers.
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http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-244309.pdf

Article Title: Nationstar Mortgage

Article URL:
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ITRC20150122-13 Metropolitan State University MN 1/16/2015

Metropolitan State University has recently learned of a computer security intrusion and a likely data breach. We are investigating the scope 
of what appears to be unauthorized access to a university server that contained personal information of faculty, staff and students. We do 
not believe this server contained any financial data or credit card information, but several databases included employee Social Security 
Numbers.

Educational
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Electronic
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Records ReportedRecords Exposed?

Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/category/breach-reports/us/page/2/

Article Title: Hacker breached Metropolitan State University database with personal info

Article URL:

Publication: databreaches.net Author:Attribution 2

http://www.databreaches.net/metropolitan-state-university-updates-details-on-hack-claimed-by-abdilo/

Article Title: Metropolitan State University updates details on hack claimed by Abdilo

Article URL:

ITRC20150122-12 Wingstop TX 1/17/2015

Wingstop today announced that four of its independently owned and operated franchise locations may have been impacted by a data 
security attack on point-of-sale (POS) systems that could have enabled attackers to capture customer payment card information such as 
account number, expiration date or cardholder name.
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Unknown

Publication: databreaches.net Author:Attribution 1

http://www.databreaches.net/category/breach-reports/us/page/2/

Article Title: Wingstop Announces Data Security Incident Affecting Four Franchise Locations

Article URL:

ITRC20150122-11 University of Oregon OR 1/21/2015

We have recently learned that a significant number of archived records from the President’s Office have been unlawfully released. These 
records contain confidential information about faculty, staff and students, but our current understanding is that no social security numbers, 
financial information or medical records were shared.

Educational

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic
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Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: oregonlive.com Author:Attribution 1

http://media.oregonlive.com/education_impact/other/an%20email.pdf

Article Title: University of Oregon

Article URL:

ITRC20150122-10 Merchant - American Express AL 1/15/2015

We are strongly committed to the security of our Cardmembers’ information and strive to let you know about security concerns as soon as 
possible. A merchant where you used your American Express Card detected unauthorized access to their website files.  At this time, we 
believe the merchant’s affected data files included your American Express Card account number, your name and other Card information 
such as the expiration date. Importantly, your Social Security number was not impacted and our systems have not detected any 
unauthorized activity on your Card account related to this incident.
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Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/CA%20AG_Customer%20Letter%20-%20C2014070234_0.pdf?

Article Title: Merchant - American Express

Article URL:

ITRC20150122-09 Oppenheimer Funds CO 1/15/2015

On January 9, 2015, a brokerage firm (“Firm”) that has a business relationship with us notified us that, on April 24, 2014, your name, 
address, Oppenheimer Fund account number, and social security number were erroneously made accessible to a registered representative 
of the Firm.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/CA%20Security%20Breach%20Notification%20Sample_0.pdf?

Article Title: Oppenheimer Funds

Article URL:

ITRC20150122-08 American Airlines TX 1/7/2015

We are writing to inform you about an incident involving unauthorized access to your online AAdvantage* accounl An unauthorized third 
party recently used email addresses and passwords obtained from sources other than American Airlines to log into certain accounts, 
including yours. This could have resulted in access to the information that you see when you log in to your account, such as your name, 
email address, phone number, postal address, date of birth, the last four digits of your credit or debit card and its expiration date, your 
AAdvantage number, and information about the miles, mileage activity, the points that you have accrued, and the last four digits of passport 
numbers.
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Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/American%20Airlines%20Notice_0.pdf?

Article Title: American Airlines

Article URL:

ITRC20150122-07 United Airlines IL 1/22/2015

We recently learned that an unauthorized party attempted to access your MileagePius® account with usernames and passwords obtained 
from a third-party source. These usernames and passwords were not obtained as a result of a United® data breach, and United was not the 
only company where attempts were made.
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Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/CA%20Notification1_0.pdf?

Article Title: United Airlines

Article URL:

ITRC20150122-06 Law Offices of David A. 

Krausz, P.C.

CA 1/12/2015

On January 6, 2015, Law Offices of David A. Krausz, P.C. experienced the theft of a laptop computer that contained identifying client 
information including names, social security numbers and dates of birth. As a result of this incident, information identifiable with you was 
potentially exposed to others. The theft was reported to the San Francisco Police Department and a report was filed.

Business
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Unknown

Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Security%20Breach%20Notice_0.pdf?

Article Title: Law Offices of David A. Krausz, P.C.

Article URL:

ITRC20150122-05 ValuePetSupplies.com / 

Piech Sales Company

TN 1/12/2015

Piech Sales Company, LLC d/b/a ValuePetSupplies.com is contacting you about an incident regarding a breach of our computer system that 
involves your personal information. On or about November 25, 2014, ValuePetSupplies.com was the victim of a cyberattack. Unauthorized 
persons accessed our servers and installed malicious files to capture personal information entered by individuals onto our website 
(http://www.valuepetsupplies.com)
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Unknown

Publication: CA AG's office / scmagazine.com / NH Author:Attribution 1

https://oag.ca.gov/system/files/Sample%20Breach%20Letter_0.pdf?

Article Title: ValuePetSupplies.com / Piech Sales Company

Article URL:
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ITRC20150122-04 Barbecue Renew / 

Grillparts.com

FL 1/22/2015

Barbecue Renew, Inc., (“Barbecue Renew” or “us” or “we”), is an e-commerce retailer offering grill accessories, equipment and replacement 
parts through our website www.grillparts.com. You are receiving this notification because at some point in the past, you completed a 
purchase through our website which required you to provide us with your credit card information. We have determined that your cardholder 
data, which may include your first and last name, address, personal card account number, expiration date, and card security codes, may 
have been compromised as a result of a series of cyber attacks on our web server

Business

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown

Publication: CA  AG's office / esecurityplanet.com Author:Attribution 1

https://oag.ca.gov/system/files/Barbecue%20Renew%20Consumer%20Notification%20Sample_0.pdf?

Article Title: Barbecue Renew / Grillparts.com

Article URL:

ITRC20150122-03 Six Red Marbles, LLC MA 1/15/2015

We recently learned of a potential breach involving your personal information. Specifically, certain 1099 tax information that Six Red 
Marbles, LLC had provided to an independent outside vendor for processing had been placed by that vendor on an unprotected FTP site. 
The data placed on the FTP site included names, addresses, dates of birth and social security numbers, and may have been on the FTP 
server since September 2014.
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Publication: VT AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Six%20Red%20Marbles%20Security%20Breach%20Not

Article Title: Six Red Marbles, LLC

Article URL:

ITRC20150122-02 St. Louis County's 

Department of Health

MO 1/15/2015

St. Louis County has learned that some personal information belonging to inmates was handled inappropriately at the St. Louis County’s 
Buzz Westfall Justice Center. Specifically, on November 18, 2014, it was discovered that a health department employee had e-mailed a 
document containing the names and social security numbers of inmates incarcerated from 2008 to 2014 to a personal e-mail account 
belonging to that same employee. Although no one other than that county employee is known to have had access to the information in that 
document, the action still constitutes a breach of federal law – specifically, the Health Insurance Portability and Accountability Act of 1996 
(HIPAA). [County Department of Health]
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http://www.phiprivacy.net/st-louis-county-dept-of-health-investigates-hipaa-breach-involving-inmates/

Article Title: St. Louis County Dept. of Health investigates HIPAA breach involving inmates

Article URL:

ITRC20150122-01 Sunglo Home Health Services TX 1/22/2015

Sunglo Home Health Services has thousands of patients across the Valley. Their personal information is in the hands of a Harlingen burglar. 
He walked away with sensitive information and it was all caught on surveillance video.
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Publication: krgv.com Author:Attribution 1

http://www.krgv.com/news/local-news/Computer-with-Patients-Personal-Information-Stolen/30850638

Article Title: Computer with Patients’ Personal Information Stolen

Article URL:

ITRC20150121-09 Rentrak Corporation OR 1/21/2015

Maryland AG update: I am writing on behalf of Rentrak Corporation to inform you of a recent security breach incident involving the theft of 
password-protected computer equipment from the car of a human resources employee. The theft occurred Friday, September 12, and was 
discovered shortly thereafter. In violation of several Rentrak data security policies, the laptop contained files containing name, address, 
social security number, and title and salary information for current Rentrak employees, including 1 resident of your state.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-245331.pdf

Article Title: Rentrak Corporation

Article URL:

ITRC20150121-08 American Athletic 

Conference - Blue Zebra

RI 1/21/2015

Maryland AG update: On October 22, 2014, the American Athletic Conference ("AAC") was informed that two unauthorized third parties had 
used stolen credentials to access the websites the AAC uses to manage the officiating of men's and women's basketball games. The AAC 
learned about this incident from BlueZebra Sports {"BiueZebra"), the vendor that manages the websites.  The unauthorized third parties, 
who were officials, used the stolen credentials to view the personal information of AAC officials and other individuals. The type of personal 
information they accessed depends on the information that an affected individual provided to the AAC, but it may have included full names, 
Social Security numbers, postal and email addresses, phone numbers, dates of birth, and information about game assignments and 
tournaments officiated.
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http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-246660.pdf
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ITRC20150121-07 Columbia Southern University AL 1/21/2015

Maryland AG update: We represent Columbia Southern University (“CSU”), with respect to a recent security incident involving the potential 
exposure of certain personally identifiable information described in more detail below. CSU provided notification of this event to these 
individuals and is providing you with this letter in compliance with state notification requirements. CSU is a private university based in 
Orange Beach, Alabama, providing higher education to its students through online degree programs at the associate, bachelor and master 
degree levels. CSU takes the security of the information in its control very seriously.
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Publication: MD AG's office Author:Attribution 1

http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247025.pdf

Article Title: Columbia Southern University

Article URL:

ITRC20150121-06 City of Alexandria, VA / Fire 

Department / ADP

VA 1/21/2015

Maryland AG update: On behalf of Advanced Data Processing, Inc. and its subsidiaries (the "Company") and the City of Alexandria, Virginia, 
and the City of Alexandria Fire Department (collectively, the "Agency") we are writing to provide you notice concerning the personal 
information of certain residents of your state. In the case of the Agency this is an initial notice, and in the case of the Company this notice 
supplements a prior notice provided to your office, concerning the incident covered by this notice.

Government/Military

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown
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http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247217.pdf

Article Title: City of Alexandria, VA / Fire Department / ADP

Article URL:

ITRC20150121-05 Polish Falcons of America PA 1/21/2015

Maryland AG update: I am writing to you on behalf of my client the Polish Falcons of America ("Polish Falcons"), a Pennsylvania nonprofit 
fraternal benefit society organization. The Polish Falcons are providing notice pursuant to Md. Code Ann. Comm. Law § 14-3 5 04 of a data 
security incident in which an unknown individual or individuals broke into their national headquarters and stole laptop and desktop 
computers. The computers contained personal information of both non-Members and Members of the Polish Falcons, including Social 
Security numbers and five credit card numbers.Based on its investigation, the Polish Falcons will notify one (1) Maryland resident on August 
6, 2014.
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ITRC20150121-04 Azusa Pacific University CA 1/21/2015

Maryland AG update:  Our client Azusa Pacific University ("University") is writing to inform you of an incident involving the theft of a laptop 
computer that may have contained the name and social security number of two (2) Maryland residents.
During the night on November 17, 2014, a password protected laptop computer was stolen from the backseat of an employee's locked 
vehicle. The employee discovered the theft the following morning and immediately notified the University and the City of Orange Police 
Department. Immediately after learning of the theft, the University activated special security software designed to remotely delete all data on 
the laptop the next time it was turned on and connected to the Internet. We received confirmation that the data was deleted on November 
21, 2014.

Educational

ITRC Breach ID Company or Agency State Published Date Breach Category

Electronic

Breach Type

Yes - Unknown #

Records ReportedRecords Exposed?

Unknown
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http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-248474.pdf

Article Title: Azusa Pacific University

Article URL:

ITRC20150121-03 Allied-Barton PA 1/21/2015

Maryland AG update: We are writing to inform you regarding a security incident involving your information. As you know, AlliedBarton takes 
the privacy and security of employee and job applicant information very seriously. We are writing you because we recently became aware 
that certain personal information regarding a limited number of individuals who applied to be considered for a position within the company 
may have been electronically sent by one employee to another employee who was unauthorized to have access to that information.
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http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247680.pdf

Article Title: Allied-Barton

Article URL:

ITRC20150121-02 PineBridge Investments / 

Benefit Express Services

IL 1/21/2015

Maryland AG update: We represent Benefit Express Services (“BES”), with respect to a recent security incident involving the potential 
exposure of certain personally identifiable information described in more detail below. BES provided notification of this event to these 
individuals and is providing you with this letter in compliance with state notification requirements.  BES takes the security of the information 
in its control very seriously. Accordingly, it has identified individuals whose personally identifiable information may have been exposed in the 
incident discussed below, and provided appropriate services to them including monitoring and identity theft restoration. (Maryland = 379)
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http://www.oag.state.md.us/idtheft/Breach%20Notices/itu-247019.pdf

Article Title: Benefit Express Services
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ITRC20150121-01 Asset Marketing Services / 

GovMint.com

MN 1/21/2015

Maryland AG update: Please accept this letter on behalf of Asset Marketing Services, LLC (d/b/a GovMint.com) ("AMS") as notification 
under the Maryland Personal Information Protection Act of a security incident that occurred between September 18, 2014 and October 2, 
2014. The incident involved unauthorized changes made to our website, www.govmint.com, which resulted in unaut horized access to 
personal information of 30 Maryland residents, during the web ordering process
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ITRC20150114-02 Inland Empire Health Plan 

(IEHP) / Children's Eyewear 

CA 1/9/2015

Inland Empire Health Plan (IEHP) is notifying plan members of a breach at a local provider’s facility.  On October 28, a desktop computer 
and other items were reportedly stolen from Children’s Eyewear Sight in Rancho Cucamonga, CA. A file on the computer included plan 
members’ name, date of birth, gender, address and contact phone number, email address, IEHP Member ID number, appointment date, 
date of purchase, and the name of the doctor who provided the optical prescription. Some of those affected were plan members’ dependent 
children.
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http://www.phiprivacy.net/inland-empire-health-plan-notifies-childrens-eyewear-sight-customers-of-data-theft/

Article Title: Inland Empire Health Plan notifies Children’s Eyewear Sight customers of data theft (Update1)

Article URL:

ITRC20150109-01 Libbey Inc. OH 1/8/2015

Libbey Inc. understands the importance of protecting personal information. We are writing to inform you about a recent incident involving 
your information.
In connection with our efforts to comply with the Foreign Account Tax Compliance Act, our credit department created a spreadsheet 
identifying the distributor sales representatives who receive spiff payments from Libbey, but from whom Libbey had not yet received the 
required W-8 or W-9 form. The spreadsheet listed your name, address, and Social Security number.
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http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Libbey%20Inc%20Letter%20to%20Consumer%20Secur

Article Title: Libbey Inc.

Article URL:

ITRC20150107-03 Art of Tea CA 1/5/2015

We are writing to notify you of a data security incident that may have involved your payment card data from purchases that you made at on 
our website. Art of Tea is committed to protecting your data and regrets any inconvenience caused by this incident. We apologize for the 
frustration and anxiety this causes our customers and as set forth below.
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Publication: VT AG's office / MD AG's office Author:Attribution 1

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Art%20of%20Tea%20SBN%20to%20Consumer.pdf

Article Title: Art of Tea

Article URL:

ITRC20150107-02 Aspire Indiana, Inc. IN 1/6/2015

We are writing to inform you of an incident at Aspire Indiana, Inc. (“Aspire”) (formerly known as The Center for Mental Health or 
BehaviorCorp.) that may have resulted in the disclosure of your personal information, including your name and limited personal health 
information. Your Social Security number and electronic medical health records were not exposed, and remain secure. Number of records 
per HHS.gov
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http://www.phiprivacy.net/aspire-indiana-notifies-over-45000-employees-and-clients-after-burglars-nab-office-laptops/

Article Title: Aspire Indiana notifies over 45,000 employees and clients after burglars nab office laptops

Article URL:

Publication: VT AG's office / phiprivacy.net Author:Attribution 2

http://ago.vermont.gov/assets/files/Consumer/Security_Breach/Aspire%20SBN%20to%20Consumer.pdf

Article Title: Aspire Indiana, Inc.

Article URL:

ITRC20150107-01 Fast Forward Academy FL 1/7/2015

We were recently notified that an unauthorized person attempted to access our systems. These systems store customer information such as 
names, addresses, payment account numbers, and/or email addresses.
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Publication: CA AG's office Author:Attribution 1

https://oag.ca.gov/system/files/Notification%20Letter%20Fast%20Forward%20Academy_0.pdf?

Article Title: Fast Forward Academy

Article URL:

ITRC20150105-02 La Jolla Group CA 1/2/2015

La Jolla Group, a management company that provides management services in connection with the operation of ecommerce websites to 
certain apparel brand licensees, is writing to notify you of a data security incident that affects the security·of your personal information, and 
to make you aware of resources available to support you.
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https://oag.ca.gov/system/files/CA%20Exhibit%20A%20revised_0.pdf?

Article Title: La Jolla Group
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ITRC20150105-01 Morgan Stanley NY 1/5/2015

Morgan Stanley fired an employee it said stole data, including account numbers, for as many as 350,000 wealth-management clients and 
posted some of the information online.  The bank alerted law enforcement and found no evidence that customers lost any money, New York-
based Morgan Stanley said today in a statement. The firm said it detected account information for about 900 clients on an external website 
and “promptly” had it removed.  350,000 records accessed however only 900 appeared online.
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Publication: bloomberg.com Author: Michael J. MooreAttribution 1

http://www.bloomberg.com/news/print/2015-01-05/morgan-stanley-fires-employee-accused-of-stealing-client-data.html

Article Title: Morgan Stanley
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Publication: zdnet.com Author: Charlie OsborneAttribution 2

http://www.zdnet.com/article/morgan-stanley-sacks-employee-who-pilfered-account-data/

Article Title: Morgan Stanley sacks employee who pilfered account data

Article URL:

 2015 Breaches Identified by the ITRC as of: 4/28/2015

The ITRC Breach database is updated on a daily basis, and published to our website on each Tuesday.  Unless noted otherwise, each 
report includes breachs that occurred in the year of the report name (such as "2014 Breach List"), or became public in the report name 
year,  but were not public in the previous year.  Each item must be previously published by a credible source, such as Attorney 
General's website, TV, radio, press, etc.  The item will not be included if the ITRC is not certain that the source is real and credible.  We 
include, for each incident, a link or source of the article, and the information presented by that article.  Many times, we have attributions 
from a multitude of media sources and media outlets.   ITRC sticks to the facts as reported, and does not add or subtract from the 
previously published information.  When the number of exposed records is not reported, we note that fact.  When records are 
encrypted, we state that we do not (at the time) consider that to be a data exposure.  However, we do not consider password protection 
as adequate, and we do consider those events to be a data exposure.

What is a breach?  A breach is defined as an event in which an individual’s name plus Social Security Number (SSN), driver’s license 
number, medical record, or a financial record/credit/debit card is potentially put at risk – either in electronic or paper format.

The ITRC Breach Report presents individual information about data exposure events and running totals for the year.
The ITRC Breach Stats Report develops some statistics based upon the type of entity involved in the data exposure.

The ITRC would like to thank IDentityTheft911 for its financial support of the ITRC Breach Report, 
ITRC Breach Stats Report and all supplemental breach reports.
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